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)" ($) 78,11 Y61 ()G9 /1) #8.,08,19) /T3 371)Y1T) (116 -X) 13" 1=17) I L1§15) (1,) 7,1, - /&>
=)1030)3")1,-)1=-1">)13710/)9) ") (W#@! ) Ott+@) * H10-i710/#=) 77137 He«+11&,#@1,) (11" (117!
78=-1(#) 7! "#,))R& I 1"+ -&@1"13",)/9) * "N F) "=)ll ""#" 3" &#&71 Q) 0t+@) ", @) 1" 7! ,-)!
1%38,+1 #1 */37>1 91€1*) 1 0/#(&=,1 ) 1,&/) T #*1 Q@1 (1 17 (1 1,! 6K : ) 0+@) ™, ;M 31 7) B T1 #/!
01,,)/"7163,-1,~) L@ WHI1=-3) 93" >I=H" 3" &H&TIHG:=H#" 1783, +; 11" (B 175> "W=1" +I7-#/,) /I=+=) 7!
~17L/1G T 14O 1(8,3@) TINH@! LI=H&0) 1 6) )LT! #1 (1+71#/1)9) " 1-#8/71:70)) G H#(/5>8) S!
), 1 1AIBCZAE]; 4!

IHLS 06800 (§%+ 1) +2-2308

OHITL374+,-)10/#) =171 ")) (/1 11 TH " QI0/#=) (&)1, -1,165%1>81/1" ) ) 1< =H@O#") ", 713"1,-)!
O/#) =L #1%) 13" Y/=#" ")=) (1" (1,)7,) (& 1=#@0# ") ", 711/)1")) O (f!

I
140 S)/7# 1" #" [#I1+7,)@!:5"" 15!

S)/TH =" [ LTHI LT #6 ™1 171 TH&I=) I =#" J#IST),=)10/1=3=) 11 /1=13">1 1" (1 @17 1>3">!
=—17>) 71 <) IT#,6. L) I=HONS ) T3 1 47 JHI1+7,) @715 1;11/) 1T#5,61/) ##71,-1,1-)<O!
7#,61/)!))1@7! @171>)! =-1">) 7! # T#&/=)! =# () #9)/! J@) N 5" 111))07! /1=L!#! )9)/+!
@H#QR=1, "1 #1,-) 1=# () 13" 11170)=31AL5" (U1 (1, 1% 17) AT, 1= " 737, THLL ) @#,) 1) OHT3 #/+ 1841
BYT7!,-1,1 =H@OAT)! ,-)! TH&/=)! =# (! #il 11 7#4,61/)! 1004=1 "4l TH! 11 @37,1L)! 37! @LOM!
O9)H0Y/T!=1"1=#@01/)) 1/A)/19)/Ti#" T1#1 )1 =#()! #118!,-)! @37,1L) ! 6-X)! @3"1@iS" >!
G7/80,#" 1 #11<1 ) 1@! @) @*)/7NT,15713@0#/, 171 ,-1,1,~i71 =#@0#") " 135713" )>/1,) (1 63,-1""T!
HHTL A @B, -)15 1117 (1> 18#@1,) (L*&X(TI ) 7,71 17 (¢ QO0#+@) ", 71 6-) "13,!
0.)=71=-1">) 74

FUOUHET 3TEHETITT ) S/L T I 3T &HETIQ)Q9) /41T Q5!

T ATEHETIIT)S/L T T gl 11 04@1/+! Q)9GO7! 0/1=3=)l LcHBT! ! 1&,#@L, " #4] ,-)!
3" )SILT ) HO! =-17>) T WH@! @&,I0)! =H#" &, #/T! #1 11 T3">) T#,61/)! 0/#)=,4!
U#N#I) B, ILHBTI()9)HO)Y /T Y S&LIH=H@ @3, 1=# () 1™ #111=) " /14S) (/) OHTS #1+16-) /)]
*K(TIL" (1,)7,71,=) "H&IN ,~&TV 17713751 =)L )G =HOIT =#//)=," ) TT <) 4tt)13% ) >/1 "
[P L7731 "I AAIY;410-)17,) 071, 1L) " 5™ 111" TI0/#=) (&/) 1 1) ft

! I e 2 $hg , 4 () =1 ! ! N+4&, &-.&,&/401234!
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CHORSE

Q)9)H0Y/7!>),1 =HOI) 7! i=Tech; L, )1 7TH#&/=) 1 =# ()1 17 (1 100+ =-1">) 71 #1,=)i/1 =14l
7+7) @4

0-)1=-1">)71,-) "11/)1=#@@,,) (|, #,-)1=) " /14S) (I=H@@%# " |/) O#T3 H#/+1!
0-)17)/9)/B71@@) (31,) <+ " #,38) (180#™ 11" +13" =#@3" >1=-1">) !
V3" Ll =) 17)/9) /13331, ) 71, - ) 1% )61 1=, " 71!

ZUl K&T1,-)K1,)7,1=#()19) /T 16-3=-13" =& () 7!,-)!" ) 6HL(() (I=-1">) 74!
Bil ~&K(71,-)11006=1 3" 11" (I/)O#/,711" +10#,) " 31A0/#*) @74!

DIl H&" 718" 3,117 (13" ) >/1, 3" 1,) 7, TI/)Of/ 3" >11 " +15778) TV, - ) +1) 837 A1

14 H)Q17)7117+11/,)41=, 71 #*) 1O 0ck+) (H#1,) 7,37 >0

BNl P775> " 7101%8K (!, 151 #1,-) 1744, 6 1/)19) /73# 1, 1,16 1718 41

0)7,Ib#>711" ("H)0#/,!

PI@)=-1"37@! # (70L+1 /) 78T /)L,) (L1 &"3, 1/+1 17 (137,)>/1,3#71,) 7,71 0) it/ @) (1 14,) /!
O/#(&=1">1,) 7 3" SI*&K (T, =) 1 T4, B 1)) N PI*&K(IN3™ 1, =371 =H#" Y8 /Y /7! #1,-) 1 0/#=) TT1#i1
=H@OI™>!,~) | TH&I=) I =HOIIG™L3">13,163,-14%/1/) 711" (L )0) " O =) 7N L™ (1>) ")/1,3">11"!
18)=8, 1% #/1 ) OH+1*) 1 1/31=01 273">! <71 @)=-1"37@II! ,-)| GH)/) " 1 #>18) 71 -1, 1/)!
>)")/1,) (L (&3 >10/4#>/1@1)8) =&, # " 117 (1, -) W™ W @1, " 11%#8&,1,-)17,1,&7 1441, - ) 10/#>/1 @M
BXI ¥ 7-#6"11" (1 6% *)1 )1 7%+ ==)=L) (1 0-) 7)1 /)0#/,71 1N 1H&" (1@) ", 131, )1 "' k"" Q!
0/#=) (8/) %) =1&7)!, =) +1= )0 1> 13" 13 73>— 11%#&,1,-)17,1,&711" (1, =) 1/) T& AL )G /) * !
D7,7)8)=&,) (! (8&5">!,-)T Q) 9)H0@) ™ 1 =+=) N U#)#I) /N ,-)1/)0#/,1>) *)/1,) (! (8/3">!,-)!
TTQIOM=) (&) TVTIT,18=,&0) (11O SO 7Y =1, 1=#" 137 1/)) 91" 13"/ @1, 3¢ "I 78=-117!
00)" O =)7L (L#,-)17#,61/)H

T 13T)/IH) 17, /4]

P17,1,)) 77 =i>—ct 7=11%) =) " /1A TO1=) V1 7 #37>1 17 (L (7, /7%8,37 > =#" 13")/13@1>) 74!
0-)+0/49()17)=8/)i@1>)!@1"1>)@) 11" (!11417,161+! #108«11" (10&7-1@1>) 7!64,-!,-)!
[5>=,1 0)/@3TT#" 741 0-)13@1>) 7! ,-1,1 /) 7#N) (1371 ,=)T)! =#", 137)/7! 1/)! 0N =#"1>&/) (!
77 107-#,7HH11004=1, 3" 711" (11/) =#"5>8&/7) (L& BT 11191/3) +1#41) "Oy/#™ @) ", 741" #" 13" ) /!
N)SI7,/5) 71N TTY " S1A 1T QIF) =187) !, )+ 16!, -) 1 ) 91407, ) 1@ #1 @1 1>)  (H)/) !
9)/7#"711,1,-)171@)1,3@) 11" (3" 11" DHK=D) * 161+

IHA"S %% (S5 +6TIH+OS
G =)L, I=H@0#™) ", 71" )) OQ (M1, -)1OQ0H+@) =, 14!, =) " T Q1 1/) /) 9373,) (LI T Q!

7=) " 1/#1=#@O#7) (1N Q) /) = LA#ETETIOHO0#T) (117 (1, -)178&>>)7,) (16#/Lk#6 BTV Q 7=/7) (13" 1!
Vi>&N)1ZuBC(T+8Yx+11" (1(),13) (17)8,f!

14
*|
=41
@
!
a

0-)!Q9)HOY/TI=H@@3,!,-)IN=H O #1,-)10/#)=,1=# () /) OHT3 #/+13™ W3, F&*41
PIG)*—##LI371,/5>>) ) (1" #@ @3, /5>>) /!

P~ &K (15710/)017) (13 11IW, F&*1P=, " 7IH&" ) /!

271,1,)7 3" SU71 70+ (L () = +1" W3, F&*163,~IWP10) 7,1H) O#/, ) /!

114, )1 &K GHILTI=#1) = <HIB,16KI*) 108*47-) (3" 1QH=L) /NF&*IH) >i7,/+41
1T =) &K H1,) 73" SWAKTIL ) 1L/, )41= 1371 " #, 1)) 1 (+, #1084 741

T 251 84™ () *!1 ! ! M+48,&-.&,8/401234!
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4. Unit
test report

2. Workflow

Github trigger >
Repository

ithu

ithul

o ion :
- estRepor
il o

Sb. Fail build
1. Commit
Sa. Publist

S

Developer

Displays test
results directly in
GitHub.

o
© G a
a

docker egistry

V3>&/) 1 Z(BABC(T+8Y)s+1(

'#'2"$ ; +H08<-=/>%- [§1+*R?7-SQ A<BCIDIE3T+* LS (-F-§+) 1 -238E2 . §
(-)H+G1-23%

0-) EHBI™ > #KTIVIE) 1B:16) /) 17))=,) (L #178004/,IFGHI . 1=#@0#") ", 7!()9)#0@) *, 11" (!
OO0H#+@) " M1, )] I=#@0#™) ", 78" 1, =) 1" T QI0/#=) 771171 ) 7=/3%) (13" 178> T) = i " 1BIZ4BH!

ol 5/ [HI1+T,) @FIW3, F&*!

T"1,-3717=) " /33, F&*165I%) 187) (11715 143, F&* 16X, 10) /h) = +h™ #1,-3717=) " 1/3#1, -1 "L 7!
A1 @8I0 1917, 15) TN YU 7) =&/ +I 3% ) >/1, 3™ KTV LT (10/=) 4 H)>1/ ("> 7) =843, +I!
W3, F&* 13" =#/0#/1,) 717)=&/3,+1¥) 1,&/) TI4L) 198 ) /1538, +17=1" 3" > () 0) " () "=+, /1=L3">}11 " (!
=#()! 7=1" "3l -)03">1 ) 1@71 Q) " H+ 17 (L L((/)TT T)=84,+1TTT8) TV 3™ =3/ =# ()4 P<T#l
W3, F&*1"1,39)+13% )>/1,) 7163, ~191/#&71 () 9)H0@) ™| #KTIN" T *QIOL, /@7 L " (!, =¥/ ($01/, +!
7YY TSI 11630 /1" >) 41 91/8) V3™ LecHll=# " =) /=371 =) I=#7 1441 —371 H#INWS, F&*!
HI/TILIN)) O™ -1, LH#BTI&T) /71 1==) 77! #1 1191/3) +1#11 )) TH#E/=) TV 1" (H&" =, " 14,)) 7!
3" =& (3" >187 4@3,) (I=H<L*#/ 1 #/TVH108*A=11) OH T3 #/5) 74!

ol MR ITEHETITT))>/1 " TIWS, F&*IP=3#"7!

W3, &> P= " 71371 Ll =#™ 3" &H&T13" ) >/1 " 11" (1 =#" 3" &#&71 ()49)/+! " TI " Q;1 0L W @! - 1,!
LHBT!, =) 1&,H@L,H" &K (™I, ) 7,371 (L) O0H+@) *, #410I0) 3™ ) 74l J#/LK#ET1=1"1%)
=N1,) (L #*EX(1"(,)7,1)9)/+08«YRE) T, #I LI/ YOHT: #/+1#/1 O 0+ @) />) (108« )R&) 7, 7!
HO/#(&= 7107 )+#7 (1Q)9GOTIIWS, F&*IP= " 711" (11<H#BTIGHILKHG T #1%)1 /1>>) ) (16-) !
)9) ", 71-100) 13" 1#,~) /1)) O#T3 #/5) T41W3, F&*10/#93() 7! b3 &8I 33" (#6711 1* (! @1=G 119¥/,&14
@1=-3")7! #1/& 1 G#/LKHG TIH/ =1 " 1*)IT)4S-#7,) (1/&" ")/T13" 11" 1#6 "1 (1,11=) " )4/ =#8&.(!
3"H1T7 /8= &) NP*#E, !, - ) 10/=3" SIS, F&* =171 #1/) 7 /3= " TW#/W/) ) IG/>1"3S1 " 71,-1,1-19)!
08*A=1/) O#73 #/) 711" (1*/3" >TIBCCCIN) ) @3 &,) THAI*&X (1, 3@)10) /1 @# " ,-41TH,-) 7) 14@3,7!1/)!
18=)) O (I1-#7,3">1/&" *3* SB711(971%) | #10/)9) * 11 = +1 ) =/) 17) 13 1) ki=]) " =+41

ol b#>711" ((H)O0#/,H80) 7,1H) O#/, ) /1:W3, F&*1P=3#" 7;1

PIWS, F&*IP= 371~ 1,1 G7TOL+7!,) 7,1 ) T& TIHH@! ) 73" SIW1@) B#/LT! ()= ,¢+13™ 1 W3, &7, 137!
&7) (1@ 13" <+1i#/f1

N KU/7">1,)7,1/)78, 713" laUbl #/1 c IG2U#/@1, #1>) ")/1,)! 1193781+ 100) 13" >1 /) 0#/,!
63,37 11IW3, F&*1" =) =LIH& " !
I P&H@LI=1H 17 #,13">1 =#()! 7)=#" 7! 6-)/)! 11K&/) 7! #==&/W! )9)/1>}">! =10,8/) (!
@)771>) 711" (17,1=L1,/1=) TWH#@!,) 7,1)8) =8 #" 74!
I GH)A">ILI=H@0/)-) " 739) 1) 91&L 3™ 1 ) 7,1/) T8, T3 =& (3" >1=#&" , 714#/10177) (1415 (I
1" (17L300) (!,) 7, 74!

! T 2 $he &4~ () *! ! ! N+4&, &-.&,&/401234!
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ol "7 137)/IH)>37,/+1Q#=L) /IF&*:K&*4=IH)>17,/+;!

0-)17,17 (/)37 J+I#N QH=L) /11" (Ld&*) /™) ) TUT, 1571 11 3> -+ 7=1<1%) 1=) * /14 701=) L)
7HATSILT (G783 >1=#" 137 )/B@1>) THO/MR(">17)=8) @1>) @17 1>) @) *,117!6)«! 17!
11 §17,0 61+ #! 08&«! 17 (! 0&7-1i@1>)7! 63,-1 ,=)! /5>-,1 0)/@S773#" 7! 17 63,-#&,! )i,-)/!
1(@3™37,/1, 3 1#9) /=) L #/' ) TH&I=) 1 =H#T, THO-) 1"+ 0/#%) @! 63, - 0&*A=1/)>i7 /1) 71371 -1,
6)I(#!" #,1-19) B&I=H#" [H#I#9) /1, -)Y11=#" 711" (1,-1,1,-)+1=1"1*)=#@) 1) 80) " 7:9) B @&<,109)
0/:91,)5@1>) 711" ) O (!

-, 0703, -&*4=#@!

) GitHub |'

®
29 GitHub Actions

LOT7ESS, —&*4=#@) 1,&/) 7X1=3#" 7!

@ -, 070>, -&*I=#@I@1/L) ,0<1=)X1=3#"7X,)7,$
DO#/)/!

. I
adOCker | | 2.07H-8*U(H=L) i=H @101/ )17 /+!

Li0"8-(E(BABC(@++33(

11" DY) -b2-$CIEL)8-$

?2)8 M, ) HESIL77#=31,) (1 #!=#"R>&/) 1 LI*F173=1""TK" " QI 030) 3" ) 1h#/1,) 7,37 > LIK+,-#"11004=1,3%#"!
63,- Wi, F&*IP=3#"73717-#6 "f!

U9898QD232i83!

_TT8N),-)IKH,—#"10/#)=,1 171 11/)R&N @) *, 74,8,15)147,3">1 11 ()0) * () "=3) T4 0-) 14K | =#8<(!
HHLILTIHEHBTT

| 1 aguH

1,/8=,&/) 1+#8&/10/#1)=,165,-1117/=11" (1,) 7,7 (/) = #/+le#81=1"1)8) =&, !

&" Q>+, 1+0*-1
&" O+, 1+HSH%!

0)7,711/)16/3,,) "13"1,-) 1883031 (3/)=,#/+I1 /1) 81@OYN&T3">10+) 74T T3, -)1N,) 7,71 (/)= #1+!
@&7,1%)1=/)1,) (111§830W>DI0852A80<=I4)) ! #1K&7,/1,)1,-)1)81@0) 63,1, 6#1@1,-!,) 7, 7f!

! T 2 $hg -4~ () =1 ! ! N+4&, &-.&,&/401234!
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HORSE

HHSUHN/HSNH012) ($3) 4351 "]
)& 16*H#+0" %!

7*68+6%518#9+) &1 6%#+8:%18#9; +() *48&$!

%"'%518#95) 4%$*#<=; +() *488$<() *488$<8 : %18#9<007) 3$00>>>>!
+!

7*68:+%*-512) ($3)4$+)&16*#+8((!

($7+#$U#08(O#) 64<>?!

8%%$*#+8((<@;+A>+BB+C!

8%%n$*#+8((<,@;+@>+BB+=!

8%%$*#+8((<@=;+,D>+BB+D!

#98608)X20 - DG)Y ;9ZH5; [)R%8!

TL =) HD N A& K+ —#71 O/D)=! Q=4+ @&7, *)! =N1)( 1! 6#/LK#6! K)! 3"
0>207DGV [ ;92 ; [3I! 7&=-! 17! <=)? ; AO\OI=754! O-#7)! GN=H#DTI @>-,! ") # *)!
=)1,) (N&73" >l

[ &= Q*+, 1+51)#92: /E6* " 736E%S!

18HA8)Y ;9ZH5; [!
1),1801,-)IG#/LIHG! #1/&" 1#170)=38=1 /5>>) /711" (OB )], =) 71 -1, 1783, 1+#8&/1 ")) (74

.+F6* " 736E+488&%!
488$7+G""#964+H1/HI+K2) ($3) 49!

AL*) 11$*+#9$+E6™ " 736E+64+ 1 2%9+SMS$4#%!
647!

12%97?!

++1%84-9$%?!

++,+1"#964!

- +I$7)4$+#9$+N6 - %!

NG - %?!

++++1:2)3(?!
++++%24% , 647+2 2 24#2 , 38#$U#!
++++++_+01$-) 7" +P 1" #964 ,M$*%) 64P+8%+84+62# 1 2#+M8*) 8 : 3$+#6+ - $+2%S(+: !
%2 - %$Q2$4#+N6 - %+) 4+#9)U+E6> " 736E5!
++++62# 1 2#%7!
++++++1""#964 ,M$*%) 64 ?+C5R!

++++#$ 1%7?!

! T 2 $he 54™ () *! ! ! N+4&, &-.&,&/401234!
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CHORSE

++++, +20$%?+8-#) 64%/ -9%- " 62#SMC+ . +HIS- " +6 2#+#95+*$16%) #6™ "' Pl+-6 ($!
++++  +0$#+2 1+G""#964+C5R+$4M) *648$44!

++++, +488$?+0$#+21+G""#964+C5R!
++++++200$%?+8-#) 64%/%$#21 , 1""#964SMC!

++++++E)#97!

++++++++ 17#964 , M$*0) 64?7+C5R+ . +01$5-) 7" +G""#964+M$*%) 64!

I
1;G")*DA)(83i3!
1), 1801101 #1/871, )1 Q7Y (1) 7, THK+,) 7,1=171%)18&7) (), ~7108/0#T) !

++ . +T6 1 +76*+*244) 41 +#S%H#%!

++H#SYH?!

++++4$$ (%242 2) 3(+. +L9) U+N6 - +4$$ (UH#6+EB) #+76%+ 1 2) 3(+#6+-6& 1 35#$!
++++%24% , 647+2 2 24#2 , 38# S

++++0#$ 192!

++++  +20$%?+8-#) 64%/-9%- " 62#SMC!

++++  HO$H+2 1 +G " #I64+<MB*%) 64+7*6&+:2) 3(+N6 2 >!

++++, +488$?+0$#+21+G"#964!

++++++200$%?+8-#) 64%/%$H#21 , 1""#964SMC!

++++++E)#97!

+H++++++ 174964, M$*%) 642+ UVV+ 43S (USN$#2 156241 2#%5 1 "'#964MS*%) 64+ WW+ .+ G"'#9644
M$*0) 64+: 8U%S (+64-+#9S+62# 1 2#+67+#9$+2 2) 3(+N6 - 5+L9) U+$4%2*$lh+-64%) US4 " +8-* 6% H
OQ77$*344#+N6 - %5!

e+ + 1 4%H833+ (S 154 ($4-) $%+84 (+* 24-+#SUHN!

++++, +488$ 2+ 14%#833+ ($ 154 ($4-) $%+84 (+*24+#S$Y#%!

+++++*247+X]

HH+H+++ 1 #9644+, &+ 1) 1+) A%#833+, ,211*8($+1) 1!

4+ 1) 14) 4%#833+ , *+*$02) *$ESA#NSHY #|

bt D) D) AUHB33+ 1 " # S+ _ + | AUt 833+ 1 " HSUH+T76*+*244) A1 +HSWHN!

b+ DU HESYH 7Y $- 2485+ H#SUHYU!

];G") 18<h; =)M<<546(2; Al

27)1 11 0A=) - O/ W1 ,-)! QOH+@) ", 7,1>)! 17 (1 /)0<1=)! 3,1 63,-1 ,-)! 1=,81d OO0H+@)",!
=#@@1" (7!6-)"1/)1(+!

++_+T6:+76*+($136"&$4#!

! T 2 $hg /4™ () =1 1 ! N+4&, &-.&,&/401234!



&

2
789: ;i<", ) ANFIHBY"gD) *+241H@ 1 9JCF:=FH9J!2>@J=:f9! %l_l D m S E

++($136"7?!

++++4$S (0?2 +#S%H+ . +L9) %+N6 : +4$S (%+#6+EB) #+76* +#SUH#+#6+-6& 1 3$#$!
++++%24% , 647+2 2 2442 , 38H# B!

++++)7?2+1)#92 :5*$7+BB+P*$7%/9$8 (%/&8) 4P+ . +[43"'+*24+64+#9$+8&8) 4+ : *84-9!
++++0#$ 192!
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<< enumeration >>
IntentType
<< Resource >>
Intent detection
mitigation
prevention

+ intent_type: IntentType

+ threat: ThreatType('ddos’, 'dos_sig', ‘api_vul')
+ host: List (IP Addresses)

+ duration: Int

<< enumeration >>

ThreatType
+ POST: create_intent() (Endpoint: /intents) ddos
+ GET: list_intents() (Endpoint: /stored_intents) dos_sig
+ GET (id): list_intent() (Endpoint: /stored_intents) api_vul
+ DELETE (id): delete_intent() (/stored_intents) pfcp_deletion

pfcp_establishment
pfcp_modification
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!
!
!
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"), 6H#/LIL==#/ (3" > #1,-) B W/ @13 " 11)=)19) (WH@'QO . 117 (1,-)B,) ", 1, -)1"), 6#/LI@1 " 1>) /4!
0-)! HOH! @# (&I /)TO#" 7)1 k1 100437 >1 0/)9) " ™1 #/1 @151, 1= 71 #1 *),6#/L!
YO@) ", T>), 71, -)17) 1= " TILTVLI=H) =, 3™ L T LKHB12 "3, TH0-) L IH/LIH612 3, 1= 1371
I=H@@L (L(CHN O, LI THLKHBI 2731 #1,-)17) 6#/L11,-)13",) " L, +0)lIl,=)!,~/) 1,1, +O)i!
1, 1=L) (1 -#7,1:71@) 1 17! =) -#7,18)<(1 371, =) @) 771>)! O 7=/*) (! 1*#9) ;M 047! ,-/))!
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0/)9) " ##* 1 1= 3" ;I =) 1= 371 :11 7,47 >1 ) "= (3">1 =) 1=, "1 ,-1,1 ,-) HOH! @#(&)! 7-#8<(!
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+0)74

<< enumeration >>
CommandType

add
delete

<< Resource >>
WorkflowUnit

+ command: CommandType << enumeration >>
+ intent_type: IntentType IntentType
+ threat: ThreatType

+ attacked_host: IP ?n?ttiz(::i%?m

+ mitigation_host: IP prevention

+ action: String

+ duration: Int

+ intent_id: String << enumeration >>

ThreatType

ddos
dos_sig
api_vul

pfcp_deletion
pfcp_establishment
pfcp_modification
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Vi>&/)1ZD!

Workflow in Task Force 4 )

<<actor>>

DTE IBI RTR

HTTP POST: Intent

‘ ‘ Intent ID: String '

] HTTP POST: Workflow Unit >
: €«—RETURN UNIQUE ID———

' ———HTTP DELETE——————>/
i € 200 (OK) .
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Smart Monitoring (SM)
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End-to-end Proactive Secure
Connectivity Manager
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Domain
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Connectors
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ePEM and Domain Orchestrator Connectors intera

ePEM

SendAction(Action-Definitjon) ‘: 1

Domain Orchestrator Connectors

’ DOC.REST.backend l DOC.manager

ActionStatus(UUID, State:Executed) .

( ....................................

| ePEM ‘

' Action-Definition Validation !

. DeployApp(Action-Definition) .
J

. GetTargets(Action-Definition)

>

| ResponseTarget(Resource-ID)
| CreateJg

ActionStatus(UUID, State:Executed) :

S

...................

ctions

‘ MultiCluster. Manager

b(Action-Definition)

loo [for e

. EnforceAction(Action-Execution) _ |

ach Job]

>

Ll

Btatus(ActionUUID)

| Action

DOC.manager

DOC.REST.backend
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‘ MultiCluster. Manager

S1)2$--"(8:! "HS! ;18 1)2$--"(8! %) *+ B! &25-1 &-1 &! >'5&,! (/! 2$5@$S (! 5HS! 6I6&15!
7Y(H)L(8! 967:4 58-/$*1 @'# 885#$L'(8! 1&@! *858! &(*! P! .),)@ (8! &(&B5'28,!
C1)2$*+1$-41 '=$:! DE7EAM D'8'5&,! '@ (! &(*! E&LB! 7)*$, (8! ""#'-1 @&B! "'&~/! 0)12$! 34!
8+&I&(58S-! &1 25(51& FS*! &(*! -5&(*&I*F$*! *8&5&1 %) (5)1'(8! &(*! *-51'245) (!

$C') (%SG

"(944, 30N 7+&3/8X+/4+1- . I5F/GF/EI(

Iy 55 (%! |


bookmark://_UMU_Testbed/
bookmark://_UMU_Testbed/

N
789: 4<",2)4NFIHBI ) *+24!H@ 1 9JCF:=F9J!2>@J=:(9! Eb I D m S C
—I —
________________ .
i/ Real Context 15
] 1 g
' 1<
/ \ ' Detector and Mitigation 1
|, Engine (DEME) ! Distributed
' | Trustable
i | i |EEe) e
[a] i 1
N e e - iEstimated
Intent i impact
° Continuous 5
5 update Intent-based Rules,
-3 = N Interface (IBI) Configurator
18 Emulated Context \ -
! \ o What-if : %
g : Sandboxing (SAN) ' ¢ i )
o ; ! 3 Lifecycle
! Prediction & ! P N
_." Prevention DT 1 ’ N
1 ! | Reliability, Trust and ! >
2
. ' i | Resilience Provisioning (RTR) | i
1 1 ' | g
i - 1 3
g : Impact Analysis DT : H lAcliuns 1 2 El
a \ ! | [
X . ” ! & | =3
______________ 2 . End-to-end Proactive Secure ! g Q6
Medels 5 | Connectivity Manager (ePEM) 2 2
a ) ;8
Early Modelling policiesandData || T Execution
(EM) Governance (PAG)
Domain
Policies Orchestrators
Data collection [Infrastructure, orchestrators] Connectors |

Li0"'8-(Gb(VK P2=(7—4; §-7(; 889H-84"'8-()+&"*34 . O(+ . (19-(26 ; B S+ W+8.0(; . 7(18-[ , 8+&-334. O
—7690)% ; A2 ; NAS")

O#1) " =17 =)1(L, L1=#) = 3" DH=D) "=+163,-3"1, =) L TUI=H@O# ") " i, - ) IFGH 1 . IK/#)= Il <17 3=!
)1, 716KIF) D) @O0+ (1171 11=/3,3=1d #HKI#1A) =+=) | @17 1>) @) " 4 17,31~ )1, 710<1+71 1193, 1!
I B 1= = 3" SI(L, LHI@1 " 153" SIYWIT) Q=) 7, ~/#8>-#8., 1, - ) /1) =+=O)IT, 17)/9) 711711 1=/8=31!
YO@) "5 1>1,-) "> (/17 7@3,3">I(1, 1L #111=) * /14S) (117 1475710 M/ @KLY ! - <17 3=T) 1/=-41

_A73=10)1,71)00) 7)) " T LI=H) = 3 HHIG> - 6) 3>, 170) =314S) (1 (L, 117-300) /71y 1= 1L " #6 " 117!
1°)1410-)7)1 )1, 711! LN (L #1>1,-)/1 70)=36=! (1,11, +0) 71/#@! O1/#& 7! T#8/=) T4 0-) +]
Y= " /1T T@3,0, =371 (L, 10 LT 3=7) 1/=-1/1b#>7, 17 -1/14&/, - ) /11" 147371 1" (L0/#=) 773 > U1
O-371 (L, N4 =)17 #/) (1371 <17 3=7) L/=-*)=H@) 7! 11 046 ) & /) TH&I=) W#/1 1" L+ T3TIN) " 7843 >!
#0,3@140) /i#t/@1 7 =) 11" (17) =83, +HEIYW!I7)/93=) 741

2,3883">1 =371 )=="##>+ 6! )@0#6)/! ,-)! LU # *#7 )/ 0) /@1 ™= 7,/) ">,=-) "1 7)=&/3,+!
@)17&/)7I1L" (1)) 91,)17)/95=) R&14,+163,-3"1,-) 18" ,/i=1,)11 " (I=-1«) ">}">k1 " (7=10) #l@#()/"!
DO)=H@@E&"3=1,3#" 718" W17,/&=,&/)H

—7690)% ; A2l ; 92A>)-84D92(=)R86(D9I83")

TR =47 )8 1 ) TTUIN _<17,3=1 7)1, 71&71>) 1) -1 =) 717)=&/3,+ 13" 191 /3#& 716 1+ 71 (&/3">1 (1,1!
=)= 3" fl

ol _"=/+0,) (0/1"T@3TTH# ! .<17,3=17)1,71) "=/+0,71(L, 113" L/1 " 73,1 #1117 3=7) 1/=-I171%)$
>81/(" >, WH@!&" 18, ~#/1S) (11==) 774!

ol 1)=8/)IP&,-)" =18 1,17 )>/1,)7163,-17)=8/)118,-) " =1, #"1@)=-1"57@7I) " 78/3">!
# 18, ~#4S) (7)1, 71=1"1/177@3,1(1,1010/)9) ™ 3" 18" 18, -#/1S) (11==) 774!

ol DI@3,)(IQL, 11" )= 3" 117 )1, 71=#) =, 170) =H=1 (1,11,+0) 70/) (&=3">!, -) V3TLIAB" 1.(§
9)/,) " <+1=10,8/3">17) " 73,30) 3" W/@1, 3 "W, -&71@3"3@3S3 " >104,) " 3L1*/) 1=-) 74!

) 1=#@*1")!,-)7)!1170)=,7163,-1,-)1/)>&1/180(1,) 711" (17)=&/3,+101,=-) T10/#% () (1*+!,-)!
=#@01"+1*) 3" (1. 17,3217 ) 1, 71" >165,-1,-) i>—,6) 5>~ 1" 1,8/) i~ ) 1, 7116 -3=-1-19) 1@} 3@ 14!
1@01=,1#"1 Q0dH+) (1 7+7,) @71 6)1)7,1%47-111/)31*)1 17 (1 7)=&/)! @) ,~# (1 #t/1 =) =3">1 1" (!
7407 >1(1,14

U9B\UY ; 48331A>")
P=3">117111=/33=143" )/@) (GL/+!1%),6)) "1/16! (1,11 =)= #" 11" (1,-) ! 7&*T)R&) ", 1" 1c+,3=1!
O/#=)TT)TIN ,-)! KNSOMH=)TT3">! @#(&)! )"78NT! 11 ~1/@#"18) (! 1 (! 7,1" (L/GS) (! (L,1!

! T 2 $i5 /47 () =1 1 ! N+4&, &-.&,&/401234!
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CHORSE

A" (7=10)410-)1 0A@1/+! (L, 1! TH&/=) /1,371 @#(&)!37!,-)! TUI=#@0#") " Il 6-i=—! =tk)=, 7!
(G9)/7)! (1,1! WH@! 3"W/17,/8=,&/)! =#@O0#") " TIl (H@L3"! #/=-)T./1#/TN 1* (! 91/#8&7! @) /=T
DAY DTHEIZ)! 71> T )>/1 " 65,-1 TUIT! _<A7,3=7)1/=-1§1=38,1,) 7! 1)16,3@)! (1,1!
=#"7&@0, " 1<+, =) IKNSO/H=) 773" >1@# (&)NP (.3 " 1<HL, -) I@#(&) 5™ ,)>/1,) 7163,-1,-)1Q1, 1!
VETH#" I V/1@) BH#/L! :QVV;! 0L #/@N ()9)#0) (! *+1 \I ~)«7Ill #1 7&00#/,13,7! #0)/1,3#" 74 QVV!
) -17=)7THET =18 ) TINA,) O # (1,11 7#8/=) 1 @17 1>) @) " M1 7)=8/) ! (1, 11%#611 1" (1)Hi=3) ",!
(1,1 1==)7741 T°))>/13#"1 65,-1 QVV! #==8/7! ,~/#&>-1 W2T! 3* )/1=#"1 1" (! PKT! )" (0#",!
=#"")=,303, 41 ) "7&A"SI&T) /S T (+ (1,1! @171>)@)",! 1 (! 0/#>/1@@1,3=! 3%, )/ 1=, "4l 0-37!
100/#1=-1)"=1"=)7! 7+7,)@! K)8:*¥3, HIl 7=11*¥,+l 17 (! 1&H#@1,%"! =101*13,3)7! 64,-3"1 ,-)!
FGHI _! 1/=-3)=,&/)8 G9)/1dll ,-)! K/)$OMH=)TT3">1 @H#EIT! )9)H0@)",! @),1=8H&T<+!
U =HIO#/1,) 7)) == "HESD T H=H@@E& "=1,)164,-1 - 17,3=7) 1/=-11" (1,- ) IQVVIOCL i#/@NI#0 3@iSi" >!
3" )>/1 165, -1 1 @1/, 1 U# 5,47 >1 (1,111 (1) " 784" >117) 1@) 77N 7,1 (L/(S) (N1 ™ (17=1<1%)!
(1,110/)0/#=) 773" >1010)4" 4!

U98\U9; 48332A>)-84D921=)R86(DI83")

0-)1)@0-17371#"17)=&/3,+1371) T0) 3L+ 75> " =1 " 163, -3, - ) IK/)$0/#=) 773" > 1 @# (&)NI>I0) " 13,7
030#, 141 /#1171 7,17 (L/(SY™>1 17 (1 -1/@#™3S3">! (1,11 74#8/=) ( WH@! ,-)! 1UIT! .<173=7)1/=-1
(1,1%17)4L,47>) " 1@) 178/) 1LY 5 10<L=) L #HO/H#, )=, 1 (1,11 (&4 > 1=y = # "I /1" 7@37 73111 (!
7 #/1>)I18> "3 >163, 13" (&7,/+17,1" (L/(7'1" (%) 7,10/1=,3=) 741

ol 1)=8/)IQL,1I0/1" 7T@ITT# " fIT" )>/1,#"163,-1,-) HUI=#@0# ") ")) " 7&/) 717)=&/) |=H#@$
@& "3=1, 3" 10/# H=HTIN&, XS " >IFOOK 11) " =/+0,3# "1 #1716)>81/ (1 (1,11 (&3 >1,/1 " 73,411

ol QVVIK /@' 1)=8/3,+IQVVIOL W/ @1 ") /1= 3" T, ~/#8&>-IW2T11" ('PKT!) " (0#", 7l
) ") VHFET N T) =80, @) 178N TUA) +/H=L118, - ) " 3=1 37 1) 7,/3=, 71 1==) 771 #1118, ~#/3
1S) ('&7)/741 1 1DXOD 1) "=/+0,3# " 17)=&/) T'W2TI (1, 141P&,-) * =13 " 1@) ,~#(7I4L)! #S
L) "$*17) (17+7,) @7UI=#" /#I1==) 771 #17) " 73,19) IPKTI& " =, 3" 7I) " 7&/3" > " <+118,-) " 8
=1,) (1) " 3 78,)/1=,163,-1,-) IKN)S0/4=) 773" S| @#(&)!!

ol QL,1120#1(!514(L, " fIO#) "78/)1 (1,118 ,)>/3,+163, 3", =) IKN$O/H=) 773" >1@# (&)
~H#1#8>-1913(1,#"1@)=-1"7@711/)18,%S) (12041 () (! (1,1571914(1,) ('1>13"7,10/)$
OB (17,17 (L/ (7, -/#8>-17=-) @11913(L, 3" 11Q) %1 3" 710/#@0,11)/, 7I0/)9) " 3*>!
3T>) 7T IO/, " 3L - 1/@48< (L1, LUF7 #4214 (1, 1118 (4" >1@ 13", 13" 7V LI=— /4" #tt>8
=14/)=#/ (HHI&OHL (TN " =17 =3">1 /1=) 1%, 411" (V1==#&" , 1%, +4!

ol “H@OIL"=)164,-1Q1, LK/, )= 3" IH)>&, 1" T10-)IK/)$0/#=) 773" >1@# (&) #0) /1,) 7!
" I=H@041"=)163,-17,/4">) " 1(L,LI0/#,) =, " 1/)>8&<L " TIGL) IWQKHII- 1" (4" >1&7) /!
(1,11/) 708" 751" (LO/#@#,3">1,/17701/) "=+1Q1, 111 " #"+@iS1,3#" 11" (1@3"3@IS1, 3"
0/3"=309) 71@3,5>1,)10/391=+1/57L711" (1) " 78/) I=H@0GL " =) 163, 1) 903" >1/) >&<L #/+]
1@) 6#/LT4!

T™ 1= =&TH# W, -) D) @0-17371#"17) =&/, +11 " (1 (L, 11=#<) =, #1643, -3" 1, - ) IK/)$0/#=) 773" S| @#(&9)!
& QIT=#NTILI=H@@},@) " | HI#*&7,1=+*) [T)=&/3,+10/1= =) TWT18)>&1/ ("> (1,157 ) >/, + WH#@!
=)=, # -1/@# IS "1 63,-3"1 =) FGHI .1 1/=-3,)=,&/)4 0-)! 1U! 1" (! 0/)$0/#=)773">!
@#(&) T =H<I* 1)1 #1=/)1)1 11 7)=8/)!1 ) "Y#" @) " ,! ,-1,! @"3@3S) 7! (1,11 ) 1L7! 17! 6)«! 17!
1,)@0,7! #! */)1=—1 *#,-1 747,) @74 0-371 57! 1=-)9) (! *+! )@3"1,3">! /)d1"=)! #"1 )80#7) (!
)" (O™, 71/ (1, 11464 18=-11"1100/#1=-1 @},5>1,) 71 0#,) * i1 -1/@! #/ ) 80«8, 13" 1*+1 =¥/ (!
01/,9) 71178047 (1) * (08", 7'\@1+1=#" 13" 1) 75> " 16747 7,) LI, - ) HUI7)=&/)+!7 #) T1(L, 1!
11 A7) 1=-I16-1)1,-)10NS0/4=) 773" >1 7+7,)@! (),)=, 7! =-1">) 71 1= (1 )#=3) * <+ i#/6.1/ (7!
")6!(L,1L,#,-)13" )NT,) ((FGHI . 1=#@0#") ", 70-3717) 1@) 77! =#@@&"}=1,3# " 177141=33,1,) (!
*H7-1/) (1 .17 3=7)1/=-1=/) ) " J1T1%),6)) " 1,-) I=H@O0# ") ", 7)) " 783" > @3"3@ 1< ) 80#7&/) ! !
Y8,)/"14,~/)1, 7117 (1) *1*4" > () =, I=#@ @& "1=1 " !
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4"#"'1§; -03U-.§. -0, »)>+208$

T 18/ O\ HIT&O0#/ 1, - ) I0/#=) TTHAIR" ) >/1, 3 11" (9141, I, -/))1,) 7,%) (711/) 1*)3">10/)01/) (!
17 (O 7=/%) (8], - ) lhtkat63 ™ >17) = 3" 741

4"#"1"#E K2F-*03G5+15V /* D ESIK VK 0$3-03U- . §

2U216K=#" /%8, ), #1,-3710/#)=,163, - \WLLEWAWDLLIEWSET LKL *#/1 #/+117 (1,) 7,%) (I1&7,/1,) (!
1 IVIS&/)  BCILEE/ *) B! ) == "#H>D) 71371 =) I) (71 #1 ) ))=#@@& " I=1, 3" TN =), 6#/L1 1" (1=&7,)/!
#1==)T7,/1, 3 N THON 7@1/,1=3,3) TN 1™ (1 7)=8&/3, 1T, 137101/, 1841, )1 () O1/,@) ", # T™ /@1, ™1 17 (!
THO@& =L HTT) TSIT) ) AT S ) T H@08&, )1V =8+ - )12 719) /73 +1# U&/=3 0+ Ti= 1t
#H=1,) (B"1,-)! . 703" 1/ (#=1@08&740-371,)7,%) (1) " 1) (1*+1,-)K1,) 7,I=#@08,3" >I1" (1), 6#/Li">!
D) =-"E#S)) TI =17 () /) 7,19V, &1AS1 " 1=&7,)/71) "=#@O01773" > (W) /) " ,1,) =-"##>1) 7! :d5 U
d\7ll G0)*7,1=L! 1" (! =+0)/=#"9)/>)"=);ll =17 1Q?! )"1*) (! 763,=-)7I 1! 2V5! )" 1*)/!
#1==)T /1401 (-19)1 (/) " VLI 1==)T71,) == "##>) TIHH@Y, 71#6 * 1 @84,30) 1=1@08&7$63() !
EW! ™), 6#/L7I1 #! (/) " 1THOI L™ (1TON!,)=-"##>]) T 78=-1 17! b#H1I P I \CBIZZOWE! 1* (! **$
5B8I:K " EXI3)4"L;1) "1%) (1S#™) TP, -3713"W/17,/8=,8NSTI T)4@1 " 1>) (11 (1 "#,1 00) " O °.!
#1301/ ) TI#1,-)1&"10) /73,411 6-3=-1) "1*) 71 =) QO OH+@) ", #1! (37/80,39)!,) 7,711 (1&7)$
=17) 74!

0-)!)7,%) (1371 QO (=1,) (! @L13" <+ /1 /) 7Y L/=-1 0&/O#T)T! 1™ (137V 4#=87) (1471 ,-)! 1/) 11 #41 EW!
== "HESD) TILTI6)I17193/, 81351 #1163, ~11I0#6) &) =H# " B>&/ 1) 8" /17 /&= &/)!,-1,1) " 1%) 7!
NTYL==)/T1#579) 7,511 C Q@4 7,/1,)19)/+L ()N " 1&T)I1=17) 711" (1) =-"##>3) T4 O=)!
O-+73=1dH=1 3" 1#11,-)1 ) 7,%) (13"1,-) 1=1@0&71371 11& " R&) 1#00#/,8.3,+1 #1)9) /1>) 1, )1 6-#)!
=1@0&7!17'117@1/,1=3,+1) @#" 7./1 #M1LIN7@1/,1=1@0&7nl17!,-) =1@0&757!1Kk1/>) 1=1@0&7!6}, !
11/1">) 1 1=16,) TN 7)/93=) 71 1" (18K G ST -1, 1 =1 1%) 11" (L T#@)! 1)1 7) " 7#118) (1 64,1 1!
00),-#/11 #1 THO! ()95=) 741 T°1 ,=)! =1@0&7! ,-)/)! 1/)! 7@1/,! 01/L3">! 701=)7Ml 7@1/,1 ) " )/>+!
@171>)@)",! 7+7,) @7 #==8O0L13#" 1 7) " TH#/TI 1@*3) "=)! 7)"7T#/7! 1" (! @1"+ @#/)! ,-1,! 1/)!
3" )>/1,) (5" #,-I717@1/,1=1@0& 710, #/@!, - 1,IW111=1" 1) 9)/1>) | #13,71%) * )3, 1

GO)/Ldll, =) 8" )>/1,3# " ##41,-)1,)7,%) (163,-1,-) 17@1/,1=1@0&713"4/17,/8=,&/) 10/#9() 7111918 1*<)!
#O0#/,8"3,+1 #1 ()9)#0! 17 (1,)7,1 7@1/,1 =3,+1 1004=1,3#" 71 1 (1 7)/9%=) 7 1™ (! # 1(91"=)! ,-)!
O9)H0@) ™ W, -) 7)1,)=-"#H>) 71 #HB@O/HI) !, ) DH=D) "=+I1787, 13" 1%13, +11 " (IR&LS, +1#4H1GK) !

PT#I1-193" >1110¢), ~#/ LHI*EX (" >TI0-+Ti=1<+ ") 8,1 #1) 1=—I#, - ) /1%&, 13" 11" 11/) L4 11) BI7R&1/)!
Li#@),)/7! # () Ott+13"1/17,/8=,&/) 13" W) " 1%) (1&71,#1-19) #8&/1,) 7,*) (10-+T3=1c<+ (W) /) " 31,) (!
157=) |@#7, 1441, - ) I=#@08.,3" >10#6 ) /11" (1") ,6#/L13"W/17,/8=,8/) 571¢#=1,) (13" 1,-) IPOT* "' P1: 2U 247!
TO! 7)/93=)7;! " KQI! *&,1 17#1 ~19)! 11 7)=#" (! O#6)/1&! 73,)! 3"1 ,-)! ""#@08&,)/! V1=&«,+! :W131!
A*HL A+ H#@!L " (1ODTHOKL*#/1 #/+;410-)7)I1/)!, ), 6H@13"173,) Tt/ 181, ) 7,%) (13" 16 -3=-!
6)!1-19)17)9)/1d=#@08,3* > =&7,)/TI#&/! * ), 6#/LI*1=L*#" Y 6-3=-1371 1Q?1 1" ('K]!) " 1% (I!
1" (LIEWITHOKL*#/1 #/+!

2U21371 LT#1 )R&I00) (1 65, -13"4/17,/8=,81) 13" 1#,~)1*&X ("> 6 -) ) I TH@) ) () 7)/9) /7! -19)!
*)) "1 QOH+) (163,-1 () "1 1/=-3,)=,&/) T 6-3=-1 L<H#6T! #1,)7, /&) @& BHAL"1 1" (| @8,
#0)/1,#/1&7)1=17) 74

! T TER R is) DAl () St ! ! N+4&, &-.&,&/401234!
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%62A)A8E [ ;92)08349<02 ; A)BAO)ENID65a60 ; A)46<6G51283!

0-)!1,)7,%) (137! )R&I00) (! 63, -1 4#&/1 (W) /) ", 93/, &14SL ™ 1 OL W @71 ,-1,1) " 1) 71 &7 (/) ™ !
100/#1=-) 711" (LT O @# 7,/1,)11" (LALAGH)/) = 1) =- " #at>3) THll

0-)!@13719/,&14SL, 3 17,1 =&7, )W -1, @HT <+ ~#7, TIH&/#6.* 13" )" 14 7)/9=) T 7&=-117!
WIOI) O#T3 #1411, G#ILI(#=8@) ", 1, " 11" (1@1" 1>) @) ", 11" (%, )/17)/9:=) TV)<L,) (| #1#* >H#" >!
0/#)=, 711" (1)) T) 1/==)/TN 7)/Q=) 7137 11 &S "# () KIH8@#8! 53/, 814SL ™1 >3 )N *17) (1 #"!
b3"&8AT,187) 71" 1,19)1,)=-"##>1) 7178=-1171d5UI 1" (1ba’ Ii#/19¥,&14S1 3" #10-371=&7,)/1-17!1!
A, LMZY]I=#/) 711" (IBIO™ HAIHPUNO-171=47, ) /571%)3" >1) " 1) (163, - WK 2!=#@0&.,3" > 7800#/,!
&73">1253(3LIPZCCIWK 21=1/ (711" (=1 "L <T#-#7 , =#@08&, ) ISUT I/ W, - ) /71=&7,) /5" &™), 6#/LY)
0-171=#@08,3">1=101*¥,9) 7! 1/) 1 =#@0<),) (! 63,~! DEO ™ 1#! #,14 &71*) I HPTQY! 7,#/1>) 13”1 #, 14
1@#">11<"#() 711" (1, 6#12P 1163,-1BEO ™ 1#1/) (&" (1" ,17,#/1>) 1) 1=-41!

0-3717=) "1/ 1741 171,641 G/ " 31,) (1:7,1%)1 17 (1 & 7,1%);1 GO) " 7, 1=L! /#=L+1 1" (1 +#>1!
=&7,)/7163,-1,6#1"#() 7)) 1=-11" (1-193">I11 # LI#INCI9" " K211 " (\EZBW ™ H#4IHPU!) 1=-4!1

14@)!")6!1( Q3" T/, - )1=&7 ) /TR H&/,)7,%) (711N, 6# () /) 1\ 717,1=L71: 17#11717,1%)!
17 (1&"7,1%0);165,-IYCI=#/) 711" (IBEYW ™ BAIHPUIIL" (1, 6#1-+0)/=#"9)/>) "=)1=&7,)/71*17) (#"!
28,118 Al T#E, " 165, - T\I=#/) TIEZBW ™ IHPUIL" (1ZYO ™~ 17 #/1>) 1) 1=-1=&7, ) /4!

0-)7)! @13"! =#@0&,)/! =&7,)/7! 1/)! =#@04@) *,) (! *+1 Y@*) (O (! 1" (! 3" (&7,/41d =#@0&3">!
"HQTNTH@)!*17) (" IPHUIFHL/(71:78=-117IH170%) //+IKI] 11" (IU#=-1%"11~""7;11" (17#@)!
1/)IPUQYTDN@*) (O (8" (&7,4147)/9)/1,-1,11/)1 Q0+ (16-)/)1")) O (1D3,-)/8* O0) * () * <+
#N1T11I=H@08,) 1 "# O 1",)>/1,) (3" 1d\7#/1G0) " 7,1=L1=&7,) /741!

P«l,=)7)! =&7,)/71 1/)! 7800#/,) (! *+! 11 @13"! 1Q?$) "1*) (! *1=L*#")1 *17) (1 #"! ,6# Ki=G I!
764,=-)71,-1,13% )/=#" )= #&/) @13"1 73,) 7! 17 (1 1&>@) ") (! 63,-! 7)9)/1d K]! /) =#">&/1*)!
764,=-)71*17) (#"1,-) 108" #11/=-3,) =, &N UPI@#/) 1 (), 1K) (147, 1# " 1#&/1763,=-) TIKH B Tfl]

<0""WEJ)-$5<=)? %" 4)CPN+, F+8NK, )=Ji538"U)?:512&""))
—K)5:0: 20" +PN+F+,F87_1)@8N)+,F87_KN)+, , )
<0""18J)" " 1 20" 4)=J553" %) IN3)KAN+, )F)PNK, )

S —=)\"J&/ 1%)aWs 7 7PN+2) —K)L&L " &2 %" 4)hIU53)KANS7 _2)F)AN+, ,  2)R-L-)5:0:2)"T))
H"4U™)+, ,aWs@8V)+, ,  ?>)-K)L&s"&S? %" 4)%J53)@8N+, , ?))

H"4U")+, ,aWsP7V)+, , _2>)%JU53)P7N+, , ?)

0-)7)!CO)/TI T#&,H 711" ( IQ2IK]) "1%) (7)), BH#/LI3" ) /=#" ") = #"17)/9) /T 171 11*17) 1k#/)
2V5101/1(>@! ) @#" 7,/1, 3 1" (1171%)3">1, ~37101/1 (B>@ ™ ) A I#&/1)) 7) 1/=-13" ) /) 7, 7101/, 7!
#1,-)17), 6H#/LIL" (1=&7,)/T1L)1*)i">1#/=-)7,/1,) (1&73">IG 1UL:G0) " 1 #&/=) lUP2G;11" (!,-37!
) 1RY@) " 1-171%)) "1, - ) FLTITIH TH@) HHIHE/) ) 1/=-N78=-11711In FUL:S) /! #8=-17)=8&/3,+]
@1"1>)/;1#/=-)7,/14#/1,-1,1-171%)) 111 _O1T/))/) " =) IK#" 101 1#/ @41

! I 4564 () *! ! ! N+4&, &-.&,&/401234!
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0-)16-#)1763,=-3" SWL*/A=U71@# "3 #1) (#/10) @17 =) @) /i=TI&T3" >IK/H@) - ) &7I1" (I=1" %)
9i7814S) (1&73" >IW/LHL " 11#/1PO1=-)! 1&0)/7),1 1" ( 1 #>T11/)101/7) (11" (17, #/1>)1&73">1 17
_bd! :_73=7)1/=-1 g! b#>7,17-! gl di*171;! 7,1=L4! 037! >10)7! &7! &« 973,41 #9)/1 ,-)!
3"H/17,/8=,8/)117 (113(711,-)DB0YA@) ", 1,163, -1,-)1,) 7, %) (U

BX!

WLILIEWI71) " 1% (P<+HEW!)R&I0@) ™ 413 )!1-19)1,-/))) () /) ™, 1>2 7, 6#1*17) (14" I QHTI#" !
H&NODKL*#/1 #/+11" (111, - () 1&73">D)8,) H#/1BCI ) @#,) VL (H#1-) L (1&75">1,-) 1" A\ LDIEWFS;!
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