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Executive summary 
The document at hand, developed in the context of WP6, builds upon what has been outlined 
in D6.1 (Impact Creation Strategy and Plan); the document serves the main purpose of offering 
an in-depth report on the project’s communication, dissemination, and community-building 
strategy that has been developed in the first half of the project. The strategy has been followed 
by all project partners to maximize the impact of HORSE project and ensure that the following 
communication-related project objectives are met:  

• Ensure HORSE’s broad visibility by spreading knowledge about project activities and its 
results.  

• Reach, stimulate, and engage a critical mass of relevant stakeholders to ensure that the 
project results are effectively showcased, leading to widespread validation, improvement, 
and further adoption of the developed technologies and concepts.  

• Facilitate exploitation of project outcomes and promote the development of innovative 
solutions based on the HORSE technologies and architecture.  

• Foster an impactful contribution to relevant standardization bodies.  
• Ensure close coordination with the SNS community and establish liaisons with relevant 

initiatives, such as 6G-IA, SNS-JU, etc.   

Beside describing the communication, dissemination, and community-building activities 
conducted by the HORSE consortium during M01-M18 of the project, D6.2 presents actions 
taken to address recommendations offered during the previous project review, plans of 
activities after the project’s end, and offers an overview on standardization and exploitation 
plans developed by project partners. 
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1 INTRODUCTION 
During the period from M1 to M18 of the project, WP6 was dedicated to implementing an 
extensive range of tools and initiatives to initially disseminate information and engage with 
relevant stakeholders. WP6 worked in close collaboration with other WPs in the HORSE 
project, the SNS JU, the European Commission, and other pertinent SNS projects.  

1.1 Purpose of the document  
The Impact Creation Report and Exploitation Strategy for the reporting period (Jan 2023 – 
June 2024) presents an overview of the communication and dissemination activities of the 
HORSE project. This deliverable expands upon the strategic framework established in 
Deliverable 6.1, "Impact Creation Strategy and Plan" and aims to achieve the following 
objectives:  

• Describe the implemented communication and engagement activities, as well as the 
monitoring and evaluation processes.  

• Illustrate how the methods, tools, and promotional materials have been utilized in the 
project's dissemination and communication efforts  

• Provide a comprehensive summary of the communication activities. The report focuses 
on the key actions carried out during the initial communication phase of the project. This 
phase aimed to proactively engage target stakeholders, generate interest in HORSE’s 
activities and outcomes, and establish a robust foundation for the planned dissemination 
activities. 

1.2 Structure of the document  
This deliverable flows as 1 document but there are input and updates from all 3 tasks of the 
WP6, which are updates on the communication and dissemination activities for impact 
creation, a report on the standardization activities and finally an exploitation plan for the 
HORSE tools and technologies. Therefore, the document reads first the impact creation 
update, then the exploitation plan and finally an update on the standardization activities.  
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2 Communication and Dissemination  
Communication and dissemination activities are central to the overall HORSE effort. They are 
being closely monitored and coordinated to ensure an effective engagement of all targeted 
stakeholders, including those in the broader 6G, privacy and cybersecurity ecosystems and 
related vertical domains. To raise awareness and maximize the impact of the project, a 
comprehensive communication and dissemination plan has been developed in Q1 of the 
project (see D6.1 for details). Its execution began at the early project stages and continued at 
steady pace throughout its whole duration. Building upon the activities outlined in the Impact 
Creation Strategy and Plan (D6.1) - a set of dedicated online and offline activities, outlined 
below, has been pursued to support the achievement of project objectives and ensure a broad 
promotion and effective showcasing of developed concepts, technologies, use cases, and 
project results. These activities are conducted under MARTEL’s leadership and guidance with 
active contributions from all HORSE project partners. 

WP6 leads a set of dedicated dissemination and communication actions with the following 
objectives:  

• Ensure broad visibility and awareness of HORSE, promoting project knowledge and 
establishing a recognizable identity to support promotional and marketing efforts.  

• Engage and stimulate a critical mass of relevant stakeholders to effectively showcase 
project results, leading to validation and further adoption of the developed technologies.  

• Contribute significantly to relevant scientific domains and standardization bodies as 
appropriate and relevant to planned exploitation plans and project outcomes.  

• Establish liaisons and ensure close collaboration with relevant initiatives in the industry 
and R&I domains, particularly those launched as a result of the SNS joint undertaking, 
other similar initiatives, and projects being funded in the SNS stream B. 

Communication and Dissemination phases 

In the reporting period, dissemination and communication activities were carried out related to 
the first and second phase of communication and dissemination activities, as defined in D6.1: 
Impact Creation Strategy and Plan according to Figure 1. 

 
Figure 1: HORSE Impact Creation phases 
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During the first and the second phase, the primary focus was on engaging target 
stakeholders and present the result of the project. dissemination activities. The following 
communication strategy and activities were carried out:  

• Organizing the first workshop: HORSE project organized a workshop in collaboration with 
WP2 in M4 of the project in order to generate the use-case requirements  

• Presenting project results: HORSE showcased the initial outcomes and milestones at 
various events and conferences.  

• Producing videos to raise awareness: These promotional video were created to highlight 
the project's objectives, achievements, and impact.  

• Animating social media channels: The project team actively engaged with stakeholders 
and the public through various social media platforms.  

• Publishing news items on the project website and media: Regular updates were posted to 
keep stakeholders informed about the project's progress.  

• Distributing newsletters: Periodic newsletters were sent out to stakeholders to maintain 
interest and update them on project milestones.  

• Participating in events: Team members attended events to network, share knowledge, and 
promote the project. 

2.1 Communication and dissemination activities M1-M18 

2.1.1 Project website 
The HORSE website www.horse-6g.eu (see Figure 2), has been developed to act as an 
information hub presenting the project’s goals, activities, and achievements. The website was 
launched in January 2023 at the time of the official start of the project and features the 
following: 

• General information about the project, its vision, objectives, and anticipated impact.  

• Information about project use cases and enabling functions.   

• A brief introduction to all members of the consortium.  

• News items and press releases.  

• List of relevant events.  

• A repository of resources, such as scientific publications, presentations/talks, promotional 
materials, videos, and public deliverables.  

• Contact forms and information.  

• An acknowledgment and reference to the Smart Networks and Services Joint Undertaking 
of the European Union’s Horizon Europe Research and Innovation programme. 

 

https://www.horse-6g.eu/
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Figure 2: HORSE website 

 

The website is being periodically updated according to the evolution of the project.  

In terms of reach/engagement, in the reporting period, the website counts 3917 unique 
visitors, that have generated 7472 page views and an average visit duration of about 2mins 
as shown in Figure 3. 

 
Figure 3: HORSE website statistics 

 

The most viewed pages of the website are (see Figure 4): 
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Figure 4: Page views on HORSE website 

 

 
Figure 5: Geographical distribution of the visitors of the HORSE website 
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The most visits, seen in Figure 5, are from France, Italy, Spain, Switzerland and Greece. This 
reflects, in part, the composition of the consortium and the communication activities 
undertaken by partners. 

Based on the provided analytics data for the HORSE website for the period of Jan 2023 to 
Jun 2024, we have the following traffic sources:  

• Organic Search: 1988 visits (51%) : Organic search traffic refers to users who found 
website through a search engine (e.g., Google, Bing, Yahoo) by entering relevant 
keywords. 

• Direct: 1527 visits (39%): Direct traffic occurs when users type the website's URL directly 
into their browser's address bar, access it through browser bookmarks, or click on a link 
in an email or a document (e.g., a PDF). This traffic source often reflects users who are 
already familiar with the project or have visited the website before.  

• Referral: 221 visits (5.6%) : Referral traffic is generated when users visited the website 
by clicking on a link from another website. This can include links in blog posts, news 
articles, or online directories. 

• Social: 181 visits (4.6%): Social traffic comes from users who find and visit the website 
through social media platforms (e.g., Facebook, Twitter, LinkedIn, Instagram). 

 

Measures to improve website traffic:  

Enhance Organic Search Traffic: Organic search accounts for 51% of the total traffic, 
indicating that there is significant room for improvement. To boost organic search traffic, we 
will focus on:  

• Conducting thorough keyword research and incorporating relevant keywords into the 
website's content.  

• Improving on-page SEO by optimizing metadata (title tags, meta descriptions, header 
tags, etc.) and creating high-quality, informative content that engages visitors.  

• Utilizing internal and external links to improve site navigation and build a strong backlink 
profile.  

• Regularly updating and maintaining the website to ensure optimal performance and user 
experience.  

 

Strengthen Social Media Presence: Social media contributes 4.6% of the total traffic, 
indicating potential growth in this area. To increase social traffic, we will consider:  

• Developing a consistent and engaging social media strategy that includes regular content 
updates, audience engagement, and promotion of the website.  

• Leveraging various social media platforms such as Twitter and LinkedIn to reach a wider 
audience.  

• Creating shareable content (e.g., blog posts, infographics, videos) to encourage our 
audience to share your content on their social media profiles.  

 

Boost Referral Traffic: With referrals accounting for 5.6% of the total traffic, there's room to 
increase this metric. To enhance referral traffic, we will consider:  

• Establishing partnerships with relevant industry websites, blogs, or online communities.  
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• Engaging in guest posting on authoritative websites in HORSE’s niche.  

• Offering valuable resources, such as whitepapers or webinars, that can be shared by other 
websites. 

 

Direct Traffic: Direct traffic constitutes 39% of website's traffic. It is important to understand 
the source of this traffic and identify potential growth opportunities. We will consider:  

• Ensuring that the website is easily accessible through clear navigation, fast loading times, 
and mobile-friendly design.  

• Encouraging repeat visitors by offering valuable content.  
 

By focusing on these recommendations, we can work towards a more balanced traffic 
acquisition strategy and increase the overall performance of the HORSE website. 

All information and e-mails collected are protected under the General Data Protection 
Regulation (GDPR). Contact is and will continue to only be made with people who have 
submitted inquiries. Similarly, the newsletters are and will continue to be sent out only to 
individuals who have explicitly requested to receive them. Any person who has subscribed can 
request for their e-mail address to be removed from the list. The website provides information 
on the data kept and how they are used in alignment with the GDPR under the Privacy policy 
link (footer of the webpage).  

Last but not the least, HORSE opted for an environmentally responsible website hosting 
platform, which has been designed to be as energy efficient as possible to limit the 
unnecessary waste of resources. The web hosting provider, GreenGeeks, puts back three 
times the power consumed into the grid in the form of renewable energy.  

2.1.2 Social media channels 
HORSE established its presence on social media channels to regularly promote project 
activities and outputs while encouraging a wider discussion on topics related to 6G research 
and deployment as well as topics like AI/ML, cybersecurity, privacy, digital twinning etc. The 
project has built a fair follower base on the prominent social media channels, namely X/Twitter 
and LinkedIn which are all linked to the project's website. 

For most of the promotional posts, social media cards are created following the brand identity 
of the project and these social media cards are used for the promotion of project events, 
international days of relevance, newsletter announcements etc. Some example of social media 
cards produced for HORSE project are: 
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Figure 6: HORSE project social media cards 

2.1.2.1 X (Former Twitter) 

HORSE uses X/Twitter, as it is a very dynamic social network covering the news in real-time 
at a global level. To date, the HORSE Twitter account (@HORSEProjectEU) has attracted 251 
followers. The project follows 133 accounts, mostly projects and initiatives in similar fields. 
The project’s X account is used predominately to promote and disseminate project activities 
and developments but also to learn about and cross-share relevant and interesting events and 
initiatives, and to establish meaningful connections with relevant stakeholders, including policy 
makers, industry, and the general public. 

 
Figure 7: HORSE project X account 

https://twitter.com/HORSEprojectEU
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2.1.2.2 LinkedIn 

LinkedIn, as one of the biggest business networks in the world (over 150 million users in more 
than 200 countries and territories), is a useful tool for HORSE. It allows the project to network 
with individuals and organizations within the industry and beyond, share relevant information 
about project activities, and stay up to date on the latest developments in the field. To date, 
the HORSE LinkedIn account (horse-project-eu) has attracted 361 followers. Similar to X, the 
LinkedIn account is used to promote project activities and learn about and cross-share relevant 
events and activities. Figure 8 presents the project’s LinkedIn profile.  

 
Figure 8: HORSE LinkedIn Page 

2.1.3 News items, press releases 
The HORSE consortium keeps the community and the general public informed about relevant 
activities, undertakings, and events by publishing news items and press releases. To date, 12 
news items and 1 press release have been published on the project website. 

The consortium has an effective way of generating technical content from the project. The 
consortium produces a blogpost per month which a partner has to provide. The idea of the 
blogpost is about a technical in depth writeup about a technology or a concept that is useful to 
the HORSE and 6G community. So far 5 technical blogposts have been published from the 
consortium.  

Figure 9 shows the news items and blogposts published on the website.  

https://www.linkedin.com/company/horse-project-eu/
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Figure 9: Published news items and blogposts 

 

2.1.4 Newsletters 
The HORSE periodic newsletter is sent out twice a year, providing updates on the 6G, privacy 
and cybersecurity ecosystems, as well as on the project activities, findings, and results. The 
project newsletters also contain information on the upcoming tasks, events, as well as any 
relevant news and announcements from individual project partners when relevant. A mailing 
list based on subscription has been created, giving the possibility to share the newsletter via 
mass mailing. A registration functionality allowing interested visitors to subscribe to the 
newsletter has been available on the project website since the beginning of the project. The 
design of each newsletter is aligned with the HORSE brand identity. The newsletter is also 
fully responsive to ensure its readability on any device. 



 
HORSE Project 
D6.2: Impact Creation Report and Exploitation Strategy (V 1.0) 

  Page 20 of 90        © 2023-2025 HORSE 

All issued newsletters are being uploaded on the website upon their distribution to subscribers. 
To date, 2 newsletters have been sent out (see Figure 10), the 3rd edition is planned for June 
2024. 

      
Figure 10: HORSE published newsletters 

2.1.5 Publications 
The HORSE consortium is committed to bringing research results closer to the public and 
adheres to the Open Access guidelines set by the Horizon Europe work programme. All project 
partners are strong supporters of Open Access as it enables all interested parties to use 
published research results irrespectively of their location or income, boosting the transfer of 
knowledge between science, the economy, and society at large. The project has been very 
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active in that sphere since its early stages. The below Table 1 lists all the accepted/published 
papers stemming from HORSE in the reporting period. 

Table 1: HORSE scientific publications 

Title of the paper Authors Conference/Journal 

Optimum Network Slicing 
for Ultra-reliable Low 
Latency Communication 
(URLLC) Services in 
Campus Networks 

Iulisloi Zacarias and Francisco 
Carpio and André Costa 
Drummond and Admela Jukan 

2023 19th International 
Conference on the 
Design of Reliable 
Communication 
Networks (DRCN) 

Smart Control of Mission 
Critical Services in beyond 
5G Networks: Architecture, 
Deployment Options, and 
Experimental Results 
(under review R2) 

Sotirios Spantideas, A. 
Giannopoulos, P. Koufou and P. 
Trakadas 

IEEE Transactions on 
Machine Learning in 
Communications and 
Networking 

Improving Connectivity in 
6G Maritime 
Communication Networks 
with UAV Swarms 

Nikolaos Nomikos, Anastasios 
Giannopoulos, Alexandros 
Kalafatelis, Volkan Ozduran, 
Panagiotis Trakadas, George K 
Karagiannidis 

IEEE Access  

Relay-Aided Uplink NOMA 
Under 

Volkan Ozduran, Nikolaos 
Nomikos, Ehsan Soleimani-
Nasab, Imran Shafique Ansari, 
Panagiotis Trakadas 

IEEE Open Journal of 
Vehicular Technology 

On the Performance of 
Uplink Power-Domain 

Volkan Ozduran, Mohammadali 
Mohammadi, Nikolaos Nomikos, 
Imran Shafique Ansari, Panagiotis 
Trakadas 

IEEE Access 

A Packet Delay Emulator 
for High-Bandwidth 
andLow-Latency Traffic in 
5G Networks 

Raffaele Bolla, Roberto Bruschi, 
Franco Davoli, Chiara 
Lombardo,Alireza 
Mohammadpour, Ramin Rabbani 

IEEE Globecom 2023 

Leveraging Network Data 
Analytics Function and 
Machine Learning for Data 
Collection, Resource 
Optimization, Security and 
Privacy in 6G Networks 

P. Gkonis, N. Nomikos, P. 
Trakadas, L. Sarakis, G. Xyloyris, 
X. Masip-Bruin, J. Martrat 

IEEE Access 

Dynamic deployment and 
security assessment of 
resilient Services over 
Digital Twins 

Juan Tamboleo, Alejandro Molina 
Zarca, Fabrizio Granelli, Jose 
Manuel Manjón, Antonio Pastor, 
Antonio Skarmeta and Diego 
Lopez 

EuCNC 2024 
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2.1.6 Project videos 
The HORSE project has a YouTube channel for its videos. So far 1 video has been published 
on the website, the Project Overview video.  

The published video has generated 272 views. Figure 11 shows the social media card that 
was used for the promotion of the video. 

 
Figure 11: HORSE Overview video promotional card 

2.1.7 Digital and printed promotional materials 
The HORSE project started in the post COVID world which meant that activities were mostly 
taking place requiring physical presence. HORSE participated in the ETSI Conference 2023, 
where a project overview poster was presented. During this time a 4 page flyer was created, 
on A4 size. This flyer was taken in different events, eg. Mobilie World Congress 2023, EuCNC 
2023, ETSI conference 2023. Another version of flyers was created in postcard size for the 
ease of carrying and distributing.  

All promotional materials are printed as well as uploaded on the website. 

      
Figure 12: HORSE Postcard flyer (front and back) 

 

Holistic, omnipresent, resilient services for
future 6G wireless and computing ecosystems

h o r s e - 6 g . e u
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Figure 13: HORSE Overview flyer 

 
Figure 14: HORSE Overview poster 

CONSORTIUM

horse-6g.eu Co-funded by
the European Union

OBJECTIVES

Analyse foreseeable
6G scenarios

Design end-to-end
security solutions

Deploy predictive
AI technologies 

&KDUDFWHULVH�XVHUȇV�SURȴOH�DQG
6G system as a digital twin

Design an interface as
“Human-In-The-Loop” 

Develop a human-centric
programmable platform

The HORSE project aims to create a holistic research approach aimed to 
design, develop and validate an autonomous, self-evolving and extendable 
6G-ready architecture providing a human-centric approach to security 
ZRUNȵRZV�� E\� HQDEOLQJ� WRS�GRZQ�� ERWWRP�XS� DQG� HQG�WR�HQG� VHFXULW\�
solutions.

Holistic, omnipresent, resilient services for
future 6G wireless and computing ecosystems

horse-6g.eu
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2.1.8 Events 
Event organization and attendance are an important aspect of the HORSE communication and 
dissemination’s strategy. Since the project kicked off in January 2023, HORSE coordinator and 
project partners have taken a very proactive step in raising awareness about the project in the 
European and global 6G community.  

Table 2 provides further details on attended events for the reporting period. 

Table 2: HORSE Events overview 

Name of the 
event 

Date, 
Location Event website Type of 

contribution 
Partners 
involved 

ETSI Research 
conference 

Nice, 6-9 Feb 
2023 

https://www.etsi.org/events/
2130-etsi-research-
conference  

Presentation, 
poster 
presentation 

CNIT, 
Martel 

6G SNS 
Webinar series 

Online, 23 
Feb 2023 

https://smart-
networks.europa.eu/event/s
ns-lunchtime-webinar-3-
introducing-the-sns-
projects-part-3-of-4/  

Presentation CNIT, 
Martel 

Mobile World 
Congress 2023 

Barcelona, 27 
Feb-2 Mar 
2023 

https://www.mwcbarcelona.
com/  Participation Martel 

EuCNC 2023 
Gothenburg, 
Sweden, 6-9 
June 2023 

https://www.eucnc.eu/2023/
www.eucnc.eu/index.html  

Poster 
presentation 

CNIT, 
Martel, 
Telefonic
a 

GlobeCom 2023 
Kuala 
Lumpur, 4-8 
Dec 2023 

https://globecom2023.ieee-
globecom.org/workshop/ws
13-path-towards-6g-
standardization-and-
research-vision  

Paper 
presentation CNIT 

Symposium on 
vision and facts 
on 6G and 
future networks 
in Europe 

Baltimore, 
USA, 15 Nov 
2023 

https://fnwf2023.ieee.org/pr
ogram/symposiums/sympos
ium-vision-and-facts-6g-
and-future-networks-europe  

Symposium 
chair, paper 
presentation 

Universit
y of 
Murcia 

10th annual 
Control 
Systems 
Cybersecurity 
Europe and UK 

London, 7-8 
Nov 2023 

https://www.cybersenate.co
m/control-system-cybersec-
europe-uk/  

  

Hexa-X webinar  Online, Jan 
26th 2024 

https://smart-
networks.europa.eu/event/h

Presentation CNIT 

https://www.etsi.org/events/2130-etsi-research-conference
https://www.etsi.org/events/2130-etsi-research-conference
https://www.etsi.org/events/2130-etsi-research-conference
https://smart-networks.europa.eu/event/sns-lunchtime-webinar-3-introducing-the-sns-projects-part-3-of-4/
https://smart-networks.europa.eu/event/sns-lunchtime-webinar-3-introducing-the-sns-projects-part-3-of-4/
https://smart-networks.europa.eu/event/sns-lunchtime-webinar-3-introducing-the-sns-projects-part-3-of-4/
https://smart-networks.europa.eu/event/sns-lunchtime-webinar-3-introducing-the-sns-projects-part-3-of-4/
https://smart-networks.europa.eu/event/sns-lunchtime-webinar-3-introducing-the-sns-projects-part-3-of-4/
https://www.mwcbarcelona.com/
https://www.mwcbarcelona.com/
https://www.eucnc.eu/2023/www.eucnc.eu/index.html
https://www.eucnc.eu/2023/www.eucnc.eu/index.html
https://globecom2023.ieee-globecom.org/workshop/ws13-path-towards-6g-standardization-and-research-vision
https://globecom2023.ieee-globecom.org/workshop/ws13-path-towards-6g-standardization-and-research-vision
https://globecom2023.ieee-globecom.org/workshop/ws13-path-towards-6g-standardization-and-research-vision
https://globecom2023.ieee-globecom.org/workshop/ws13-path-towards-6g-standardization-and-research-vision
https://globecom2023.ieee-globecom.org/workshop/ws13-path-towards-6g-standardization-and-research-vision
https://fnwf2023.ieee.org/program/symposiums/symposium-vision-and-facts-6g-and-future-networks-europe
https://fnwf2023.ieee.org/program/symposiums/symposium-vision-and-facts-6g-and-future-networks-europe
https://fnwf2023.ieee.org/program/symposiums/symposium-vision-and-facts-6g-and-future-networks-europe
https://fnwf2023.ieee.org/program/symposiums/symposium-vision-and-facts-6g-and-future-networks-europe
https://www.cybersenate.com/control-system-cybersec-europe-uk/
https://www.cybersenate.com/control-system-cybersec-europe-uk/
https://www.cybersenate.com/control-system-cybersec-europe-uk/
https://smart-networks.europa.eu/event/hexa-x-ii-workshop-on-26-january-online-event/
https://smart-networks.europa.eu/event/hexa-x-ii-workshop-on-26-january-online-event/
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exa-x-ii-workshop-on-26-
january-online-event/  

Hexa-X webinar Online, Feb 
14th 2024 

https://smart-
networks.europa.eu/event/t
he-6g-series-workshop-by-
hexa-x-ii/  

Presentation Atos 

Mobile World 
Congress 2024 

Barcelona, 
26-29 Feb 
2024 

https://www.mwcbarcelona.
com/  Participation 

HOLO 
Light, 
Martel 

24th IEEE/ACM 
international 
Symposium on 
Cluster, Cloud 
and Internet 
Computing 

May 6-9, 2024 
Philadelphia, 
USA 

https://2024.ccgrid-
conference.org/  

Paper 
presentation 

UPC, 
NKUA, 
TUBS, 
TID 

EuCNC 2024 
3-6 June 
2024, 
Antwerp 

https://www.eucnc.eu/  Presentation 
Telefonic
a, HOLO 
Light, 
Martel 

DSP Leaders 
World Forum 
2024 

5-6 June 
2024, 
Windsor 

https://www.telecomtv.com/
content/dsp-leaders-forum-
agenda-day-2/  

Panel Telefonic
a 

Planned events 

HORSE is planning to host 2 workshops at the upcoming IEEE CAMAD 2024 conference 
(IEEE International Workshop on Computer Aided Modeling and Design of Communication 
Links and Networks), taking place from 21st-23rd October 2024 in Athens, Greece.  

• Workshop: Security and Digital Twins in 6G: The advent of 6G technology promises to 
revolutionize the digital landscape by providing unprecedented speed, reliability, and 
connectivity. 
However, with great power comes great responsibility, and the security of these networks 
is paramount and should be studied in depth to achieve a 6G “secure by design”. On the 
other hand, digital twins, as virtual replicas of physical systems, play a crucial role in 
simulating and analyzing 6G environments. This special issue seeks to explore the 
integration and intersection of security and digital twins within the context of 6G 
technology. 

• Workshop: Addressing 6G Cybersecurity and Privacy Challenges: Cybersecurity and 
Privacy are of utmost importance in beyond-5G and future 6G network. 6G concepts will 
continue evolving towards release 21+ 3GPP, also leveraging developments from 
European SNS JU initiative. To address cybersecurity challenges in advance is paramount 
while system is designed. Key trends of the 6G landscape, in addition to their obvious 
technical and business value, as expected, are accompanied with a drastic increase in the 
attack surface compared to legacy cellular network infrastructures. 

The call for papers for the first workshop «Security and Digital Twins in 6G» has been shared 
with the entire 6G SNS community, inviting scientific papers from different projects and/or 
research and academic organisations.  

https://smart-networks.europa.eu/event/hexa-x-ii-workshop-on-26-january-online-event/
https://smart-networks.europa.eu/event/hexa-x-ii-workshop-on-26-january-online-event/
https://smart-networks.europa.eu/event/the-6g-series-workshop-by-hexa-x-ii/
https://smart-networks.europa.eu/event/the-6g-series-workshop-by-hexa-x-ii/
https://smart-networks.europa.eu/event/the-6g-series-workshop-by-hexa-x-ii/
https://smart-networks.europa.eu/event/the-6g-series-workshop-by-hexa-x-ii/
https://www.mwcbarcelona.com/
https://www.mwcbarcelona.com/
https://2024.ccgrid-conference.org/
https://2024.ccgrid-conference.org/
https://www.eucnc.eu/
https://www.telecomtv.com/content/dsp-leaders-forum-agenda-day-2/
https://www.telecomtv.com/content/dsp-leaders-forum-agenda-day-2/
https://www.telecomtv.com/content/dsp-leaders-forum-agenda-day-2/
https://smart-networks.europa.eu/
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The second workshop, «Addressing 6G Cybersecurity and Privacy challenges», is an invitation 
based workshop, with a collaboration between projects HORSE, PRIVATEER and 
RIGOUROUS. Flagship project HEXA-X II is also invited for its contribution on the architectural 
aspects and their impact on 6G security. In the second half of the workshop, the new SNS 
Stream B-01-04 projects will be invited to present their key research topic.  



 
HORSE Project 
D6.2: Impact Creation Report and Exploitation Strategy (V 1.0) 

  Page 27 of 90        © 2023-2025 HORSE 

3 Collaboration and liaisons with other projects and 
initiatives 

3.1 Liaisons within the SNS-JU landscape 
In Task 6.2, HORSE’s goals is to create synergies with other initiatives. To this end, we 
reached out to other SNS projects in the Stream B, and the European 5G/6G community, 
informing them about HORSE’s aims and objectives and inviting them to share information on 
their project with us. Below is a list of the projects approached for collaboration. The objective 
for creating these connections is to facilitate a cross dissemination of both actions via shared-
blog entries, cross-referral on the project websites, mutual social network interaction and event 
sharing perspective and to have a constant flow of communication between the initiatives in 
order to promote additional points for collaboration which may emerge in the short and mid-
term. Martel, leading the communication dissemination and community building task 
participates in the monthly SNS JU communication task force calls where updates from the 
project are shared as well as information about events, CFPs, news items, blogposts etc. 

HORSE is organising a full day workshop at the upcoming CAMAD 2024 conference in the 
field of cybersecurity and privacy for 6G communication networks, in collaboration with 
PRIVATEER and ROGOUROUS projects, of the SNS Stream B. Please see section 2.1.8 for 
more details. 

HORSE project is invited (partner Telefonica) to take part in the discussions on the contents 
of a whitepaper the 6G-IA is preparing on its vision for next-generation networks. The 
whitepaper focusses on the activities planned or performed by the flagship project Hexa-X-II. 
For the HORSE project this is interesting and advantageous what is an advantage for us, as 
we have managed to include our NDT approach into the enablers Hexa-X-II is considering for 
security and privacy. Furthermore, given there is a section on NDT (just one page, given the 
nature of the paper) I have included my name to provide a contribution on this, on behalf of 
HORSE. 

https://smart-networks.europa.eu/stream-b-research-for-revolutionary-technology-advancement-towards-6g/
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4 Impact assessment 

4.1 Communication and dissemination KPIs 
The following metrics, Table 3, are used to monitor and assess the progress of the 
communication and dissemination activities and provide some measurable outcomes related 
to their impact created (as far as this is feasible from a quantitative point of view). 

Table 3: HORSE’s communication KPIs 

Tool/activity KPI Target 
value 

Value at 
M18 

Website Unique visitors average (yearly) >3000 3917 

Social media 
Number of followers (by project end) on 
Twitter 
Number of followers (by project end) on 
LinkedIn 

500 
150 

 
251 
361 

White papers Number of published white papers 3 1 in pipeline 

News items on 
website Number of published news items ≥ 20  12 

e-Newsletters Number of newsletters sent out 6 2 

Flyers/Brochur
es 
Presentations 
Posters/Roll-
Ups  

Number of flyers/brochures (incl. digital 
brochures) 
Number of project presentations 
Number of produced posters/roll-ups 

3 
6 
3 

2 
2 
2  

Videos  Number of produced videos 6 1 

Workshops Number of attended/organized workshops 3 2 planned 
at CAMAD 

Webinars, 
panels, demos 

Webinars 
Panels 
Demos 

3+ 
3+ 
3+ 

3 
1 
0 

Trainings 
(online/in-
person) 

Number of courses offered 2 1 

Scientific 
publications Number of publications 15+ 8 
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Tool/activity KPI Target 
value 

Value at 
M18 

Participation in 
events & 
presentations 

Number of external events partners 
attended to promote the project, events 
per including scientific conferences, and 
year industrial technology venues 

5 per year  
14 

Standardizatio
n contributions 

Number of contributions to standardization 
fora 6 

50 
contributions  
(explained in 
section 12) 

Open-source 
contributions 

Number of contributions to open-source 
initiatives 3 -- 

Policy 
strategies 
contributions 

Number of policies contributed with 
recommendations >3 -- 

4.2 Impact Creation Deliverables and Milestones 
Table 4: HORSE impact creation deliverables and milestones 

Number  Name  Lead 
partner  

Dissemination 
level  

Due 
Date 

Status at 
M18 

D6.1  Impact Creation 
Strategy and Plan  MARTEL  PU  M05  Submitted 

D6.2  
Impact creation 
report and 
exploitation 
strategy  

MARTEL  PU  M18  Current 
document 

D6.3  
Final impact 
creation report and 
exploitation plan  

8BELLS  PU  M36  
Expected 
delivery in 
M36 
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5 Exploitation Activities and IPR Management  

5.1 General Strategy 
In the first 18 months, HORSE developed a comprehensive roadmap outlining key milestones, 
tools, methods and overall work on the exploitation aspects of the project. We conducted 
detailed SWOT and PESTLE analyses, and described a Lean Canvas model to establish a 
solid approach on the integration of HORSE in the market. Focus was also given on identifying 
and managing intellectual property rights (IPR) of the assets developed in this iteration, 
compiling an overview of HORSE’s results, and creating an exploitation and valorization plan. 
This included the identification of Background (BG) and Foreground (FG) intellectual property 
(IP), exploitable results (ER) as well as the project’s key exploitable results (KER) with a 
respective exploitation pathway for each result. Each partner also elaborated on their 
exploitation plan, i.e. how they individually plan to benefit from their participation in HORSE. 
Additionally, a preliminary market analysis was conducted for the cybersecurity and 5G 
security markets, focusing on market ecosystems, trends, revenue forecasts, and dynamics. 
The initial phase also involved aligning the project’s goals with the United Nations Sustainable 
Development Goals (UNSDG), particularly in resilient infrastructure and sustainable 
communities. 

 

In the next 18 months (ΙΤ-2), the project will enhance and update the initial analyses and 
strategies based on new insights and feedback. The roadmap will be continuously updated to 
reflect achieved milestones and strategic shifts. Advanced SWOT and complete Lean Canvas 
models will be developed, and a full PESTLE analysis will be conducted, integrating these 
results into strategic planning. The IPR Matrix Methodology will be refined to adapt to new ERs 
and feedback, and individual exploitation plans will be enhanced through deeper collaboration 
with partners. Market analyses will be regularly updated to include emerging technologies and 
competitors, while new strengths, weaknesses, opportunities, and threats will be identified. 
The project will intensify its focus on contributions to the European Union (EU), tracking 
progress and ensuring alignment with the UN 2030 Agenda, particularly in the areas of resilient 
infrastructure, innovation, and sustainable communities. 
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The milestones (MS) shown above, include both past and future milestones. The past 
milestones include the list of goals we have set in order to gather the results presented in D6.2, 
these are: 

• MS1: Collect FG and BG IPs, ER by each partner and identify HORSE’s KERs. 

• MS2: Conduct Market Analysis in order to demonstrate that HORSE fits in the 
cybersecurity market. 

• MS3: Integrate the results we gathered in D6.2. 
The future milestones are a set of goals HORSE’s consortium has set in order to complete the 
exploitation activities of HORSE and reach D6.3. These milestones are: 

• MS4: The consortium will review, if the Horizon Results Booster [25] services will be used 
and initiate any procedures accordingly. Duration: 6 months. 

• MS5: Update FG, BG IPs, ERs and KERs. Duration: 2 months.  

• MS6: Conduct HORSE’s business analysis. Elaborate on the use cases and fill in the lean 
canvas we demonstrate in Chapter 2. Duration: 2 months. 

• MS7: Develop Joint Exploitation Plans. Duration 2 months. 

• MS8: Final deadline, to gather any missing results. 

• MS9: Present 1st ToC of D6.3. 

• MS10: 1st draft of D6.3. 

5.2 Methodological approach 
In this section, the methodological approach along with the tools that are employed to perform 
the Market and Business analysis are presented. More specifically, for the Market analysis, 
cybersecurity, 5G security and the AI ecosystems are explored, and the market trends are 
thoroughly illustrated. Additionally, a preliminary SWOT analysis is performed that enables the 
identification of internal and external factors that might affect the market position of the HORSE 
system. In addition to the Market analysis, a business analysis also takes place. To 
strategically unfold the business model of the Horse project, a lean canvas for each ER has 
been developed. Finally, conducting a PESTLE analysis empowers the consortium to navigate 
the dynamic business landscape effectively, capitalize on opportunities, and mitigate potential 
challenges, thereby enhancing the system's competitiveness and resilience. 

5.2.1 SWOT Analysis 
A SWOT analysis is a strategic planning tool that helps companies assess their internal 
strengths and weaknesses, as well as external opportunities and threats [1]. It provides a 
systematic framework for determining the present condition of an organization or a specific 
project. Here is a description of SWOT analysis and its theoretical framework:  

• Strengths: Strengths are internal features, resources, and talents that give a firm or 
project a competitive advantage. These could include a talented workforce, a strong 
brand, efficient operations, or proprietary technology. 

• Weaknesses: Weaknesses are internal flaws that impair an organization's or project's 
performance. These might involve areas where the business lacks resources, skills, or 
efficiency, thus putting it at a competitive disadvantage. 
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• Opportunities: Opportunities are external factors or conditions in the environment that 
have an opportunity to benefit a business or activity. These could include emerging 
markets, altering consumer preferences, technological breakthroughs, or political 
developments. 

• Threats: Threats are external variables or conditions that may have a negative impact on 
an organization or project. Competitiveness, economic downturns, legal issues, and 
changing market trends are all possible threats. 

• Analysis: Companies use the identified strengths, weaknesses, opportunities, and threats 
to get insight into their strategic positioning. This analysis helps with decision making, goal 
setting, and plan development.  

• Action Planning: SWOT analysis is used by organizations to develop action plans to use 
their strengths, address weaknesses, capitalize on opportunities, and mitigate threats. 
These plans guide the organization toward its aims. 

SWOT analysis draws from several theoretical concepts and principles:  

• Strategic Management: SWOT analysis is an important tool in strategic management, a 
field that focuses on designing and implementing strategies to meet company goals.  

• Resource-Based View (RBV): The concept of strengths and weaknesses in SWOT is 
linked to RBV theory, which highlights that an organization's unique resources and 
capabilities are sources of competitive advantage. 

• Environmental Scanning: The recognition of opportunities and threats in SWOT analysis 
highlights the importance of environmental scanning, a strategic management method that 
involves monitoring and evaluating external factors that influence an organization.  

• SWOT Matrix: A SWOT matrix is a commonly used tool for visualizing SWOT analysis 
results, classifying internal aspects as strengths and weaknesses and external factors as 
opportunities and threats. This matrix is a simplified representation of the strategic issues 
that a business faces.  

• Strategy Formulation: SWOT analysis is closely tied to strategy formulation since it helps 
organizations identify potential paths and prioritize efforts to achieve their objectives. This 
technique is in line with strategic planning and decision-making theories. 

• Competitive Analysis: SWOT analysis is commonly used in competitive research to help 
organizations assess their position relative to competitors and identify areas where they 
can gain a competitive advantage.  

• Strategic Planning Models: SWOT analysis can be included into a variety of business 
planning frameworks, such as the standard strategic planning process, the Balanced 
Scorecard, and the McKinsey 7S framework, to provide a comprehensive assessment of 
an organization's strategy. 

In summary, SWOT analysis is a useful tool based on strategic management philosophy. It 
offers an organized method to assess the internal and external factors that impact a company's 
success, enabling more informed decision-making and the development of effective initiatives. 

5.2.2 Lean Canvas 
The Lean Canvas is a one-page business model template designed to help entrepreneurs and 
startups quickly visualize and validate their business ideas. It was developed by Ash Maurya 
[2] based on the Lean Startup methodology pioneered by Eric Ries. 
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KER #      

Problem Solution Unique Value 
Proposition 

Unfair 
Advantage 

Customer 
Segments 

 

 

  

 

 
Key Metrics Channels 

  

Cost Structure  
Revenue Streams 

  

  

Figure 15: Lean Canvas Example 

The Lean Canvas as shown in Figure 15, consists of nine key building blocks:  

• Problem: The top one to three issues that your target clients are having are listed in this 
block. It's critical to specify the wants or pain areas that the product or service seeks to 
solve. 

• Solution: Here, a description of the special solution for the issues that have been found is 
provided. This could be a platform, service, or product that addresses the problems more 
successfully or economically than the options now available. 

• Key Metrics: Choose the most crucial KPIs that will show whether the product or service 
is succeeding. These KPIs might be conversion rates, customer lifetime value, acquisition 
costs, etc. 

• Unique Value Proposition: This section explains how the solution differs from and 
outperforms the current options. It should make clear to consumers the special 
advantages that the good or service provides. 

• Unfair Advantage: Determine if the product or service has any special benefits or entrance 
obstacles. This could include unique alliances, specialized knowledge, intellectual 
property, or other elements that provide venture with a competitive advantage. 

• Channels: Channels describe how a corporation communicates and interacts with its 
customers. It includes sales channels, distribution routes, marketing channels, and 
communication strategies. 

• Revenue Streams: This block describes how the company makes revenue from its client 
segments. It covers price strategies and revenue streams. 

• Cost Structure: Cost Structure refers to all of the expenses associated with running a firm. 
It includes fixed and variable costs. 
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5.2.3 PESTLE Analysis 
Businesses may assess and understand the external macro-environmental elements that can 
affect their operations by using a PESTLE study, which is a strategic tool. Political, Economic, 
Social, Technological, Legal, and Environmental issues are all included in the acronym. A 
category of effects that can have an impact on the business environment is represented by 
each of these components [3]. 

• Political Factors: These refer to how the corporate environment is impacted by laws, 
rules, political stability, and trade agreements. Trade restrictions, government stability, 
taxation policies, and political ideologies are examples of political influences. 

• Economic Factors: Economic factors include general economic conditions, such 
inflation, interest rates, growth in the economy, and unemployment rates, that can 
influence enterprises. To understand consumer purchasing trends, market developments, 
and general economic stability, businesses evaluate economic fundamentals. 

• Social Factors: Social factors include factors like demographics, cultural conventions, 
and changes in lifestyle that have an impact on consumer preferences and behavior. 
Businesses modify their goods and services to match changing customer demands by 
taking into account variables like social attitudes, lifestyle trends, demography, and 
cultural values. 

• Technological Factors: Technological variables encompass innovations, automation, 
digitization, and technological breakthroughs which have the potential to change sectors 
and generate new business opportunities. To stay competitive and take advantage of 
evolving technologies, businesses evaluate infrastructure advancements, digital 
transformation, research and development efforts, and technical trends. 

• Legal Factors: Laws, rules, and legal frameworks that control corporate operations and 
industry standards are examples of legal factors. To maintain legal compliance and reduce 
risks, businesses examine legal aspects related to labor laws, consumer protection laws, 
industry-specific legislation, intellectual property rights, and compliance requirements. 

• Environmental Factors: Environmental variables include ecological aspects which can 
affect business operations and sustainability, natural disasters, climate change, and 
environmental sustainability. To reduce their environmental impact and profit from green 
initiatives, businesses assess environmental variables like carbon footprint, resource 
scarcity, environmental restrictions, and sustainable practices. 
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6 Exploitation, IPR in the first period of the project 
(IT1) 

6.1 IPR Matrix Methodology 
The HORSE IPR management approach, as mentioned above, foresees the utilization of an 
IPR Matrix in order to define the main IPR issues concerning the HORSE Innovation and IPR 
Management Strategy. This approach will support all project partners in identifying and 
managing the BG, FG knowledge, and ERs of the project, in order to have a full overview of 
any IP protection measures and necessary agreements that will enable a successful 
exploitation of the project’s offerings. 

The IPR Matrix methodology is comprised of 4 distinct but interconnected steps, as follows: 

• Step 1: Identification of the BG IP and definition of access rights among partners within 
the project. 

• Step 2: Identification of all assets and results, which constitute the FG IP of the project 
and are foreseen to be generated under the HORSE activities. 

• Step 3: Identification of the project’s ERs (as defined at this stage of the project) and the 
corresponding type of interest for their further exploitation, including commercialization, 
along with the contributing partners to each result. 

• Step4: Update the project’s initial KERs and the corresponding type of interest for their 
further exploitation, including commercialization, along with the contributing partners to 
each result. 

• Step 5: Update the project’s key innovations based on the current state of the project. 

• Step 6: Definition of a preliminary framework of IPR protection measures and exploitation 
pathways per partner for the defined HORSE results, which will enhance their further 
exploitation and commercialization. 

At this stage of the project, the objective of the Innovation and IPR Management Strategy of 
HORSE is to define the main results and identify, to the extent possible, the BG and FG IPs of 
the project along with their corresponding access rights. During the later stages of the project’s 
implementation, the IPR methodology will be updated accordingly, in order to capture and 
integrate the evolvement of the identified results and IPR approach as the project results 
become further specified and available. In particular, the identification of ERs would yield the 
need to establish an ownership regime among project partners and to define the most suitable 
exploitation pathways for each one of the ERs. In addition, rules and conditions to get access 
to ERs need also to be considered, as well as the main target groups of external stakeholders 
and the potential benefits and added value they stand to gain from the HORSE ERs. Finally, 
validation of the IPR needs to be meticulously employed. 

 

Table 5: HORSE IPR Matrix 

Background 
(BG) Foreground (FG) Exploitable 

Results (ER) 

Key 
Exploitable 
Results 
(KERs) 

Innovations 
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• BG # 

• Relevant 
Background 

• Background 
Number 

• Short 
Description 

• TRL 

• Type of 
Protection 

• Type of 
utilization 
within 
HORSE 

• Conditions 
to use 
outside of 
HORSE 

• Interest in 
further 
exploitation 
through 
HORSE 
results 

• Work Package 

• Project Results 
(PR) 

• Main Contributing 
Partner 

• Further 
Contributing 
Partner(s) 

• Foreground 
Number 

• Short Description 
of FG 

• TRL 

• Type Of 
Protection 

• Conditions to Use 
within HORSE 

• Interest in further 
commercialization 
of project results 

• Conditions to use 
after the end of 
the project 

• Er Number 

• Exploitable 
Result 

• Short 
Description 

• Main 
Partner(s) 

• Contributing 
Partner(s) 

• BG number 
(related) 

• FG number 
(related) 

• Proposition 
of ER – 
Owner (if 
any) 

• Relevance 
of IP 
protection 
(if any) 

• M-making 
them and 
selling them 

• U – Using 
them 

• L - License 
them 

• S - 
Providing 
them as a 
service 

• O - Others 

• Most 
Promising 
Path 

• Further 
Comments 

• KER 
number 

• Key 
Exploitable 
Result 

• Short 
Description 

• Main 
Partner(s) 

• Contributing 
Partner(s) 

• FG Number 
(related) 

• BG Number 
(related) 

• Licensing 

• Proposition 
of ER – 
Owner (if 
any) 

• Relevance 
of IP 
protection 
(if any) 

• M-making 
them and 
selling them 

• U – Using 
them 

• L - License 
them 

• S - 
Providing 
them as a 
service 

• O - Others 

• Most 
Promising 
Path 

• Further 
Comments 

• Innovation 
ID 

• Key 
Innovation 
to 
Research 

• Lead 
Partner 

• TRL 

• Rationale 
(Means Of 
Verification) 
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6.1.1 Identification of Background  
In the first part of the IPR Matrix, the BG that will be used during the project’s implementation 
shall be identified, as illustrated in Table 6. 

Table 6: HORSE IPR Matrix - BG IP 

# Relevant 

Background 

Contributing 

Partners 

Background 

Number 

Short 
Description 

TRL Type of 
Protection 

How it 
will be 
utilized 
within 

HORSE 

Conditions 
to use 
within 

HORSE 

Conditions 
to use 
outside 
HORSE 

Interest in 
further 

exploitation 
through 
HORSE 
results 

           

           

 

In the second column of this part of the IPR Matrix, the project BG results to be deployed at 
this stage of the project are listed. In the third column, the name of the partner who owns this 
BG is indicated. For each identified BG required for the creation of the result, a specific BG 
number per partner has been assigned. In column 4, the corresponding WP number of the 
project within which the BG falls is indicated, while column 5 includes a short description of the 
BG. In column 6 partners indicate the TRL o their asset in MO1 and the level of the TRL they 
expect to reach by the end of the project (M036). In column 7, partners indicate relevant IP 
protection types for the BG in terms of patents, copyright, etc., while additional information 
regarding the utilization of the BG within HORSE can be found in column 8. In the 9th column, 
the conditions to use the BG within the project (e.g., free to use or subject to charges, etc.) are 
indicated by each partner, whether there are any restrictions to use the BG or not. In the 10th 
column, the BG’s condition to use outside HORSE is indicated, while in the last column 
partners shall mention if they have any interest in exploitation/commercialization of the relevant 
BG through the project results. 

6.1.2 Identification of Foreground IP 
In the second part of the IPR Matrix, the FG of the project is registered, as presented in Table 
7. 

Table 7: HORSE IPR Matrix - FG IP 

Work 
Packag

e 

 

Projec
t 

Result
s (PR) 

Main 
Contributin
g Partner 

 

Further 
Contributin

g 
Partner(s) 

 

Foregroun
d 

Number 

Short 
Descriptio

n 

Of FG 

TR
L 

Type of 
Protectio

n 

Condition
s to use 
within 

HORSE 

Interest In 
Further 

Commercializati
on of Project 

Results 

Condition
s to use 
after the 
end of 

the 
project 

           

           

 

In the first column, the Work Package (WP) number associated with each HORSE result is 
listed. The second column details the specific project result. The third column indicates the 
main contributing partner responsible for that result, while the fourth column lists any further 
contributing partners. Each result is assigned a unique FG number in the fifth column. The 
sixth column contains a short description of the FG. The Technology Readiness Level (TRL) 
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is noted in the seventh column, both the initial TRL of the IP and the expected TRL at the end 
of the project need to be listed. The eighth column specifies the type of protection, such as 
patents or copyright. In the nineth column, the conditions for using the FG within HORSE (e.g., 
free to use or subject to charges) and any usage restrictions are indicated. The tenth column 
allows partners to express their interest in the further exploitation of the project results. Finally, 
the eleventh column details the conditions for using the FG after the project's conclusion, such 
as whether it is free to use or subject to a license fee. 

6.1.3 Identification of Exploitable Results and Key Exploitable Results 
Based on the identified FG, the HORSE consortium delineated the ERs along with the 
associated IPR management procedures, such as protection measures, the definition of 
access rights, and exploitation pathways. Additionally, the consortium updated the initial KERs 
of the project to ensure they reflect the latest developments and potential impacts.  

During this phase, the third part of the IPR Matrix was developed to detail the ERs and identify 
the primary contributors to these results. The fourth part of the matrix is dedicated to the KERS, 
where we also try to identify primary contributors, exploitation paths etc. The main objectives 
of these part of the IPR Matrix are: 

• To ascertain IP ownership and exploitation claims, and proactively identify potential 
conflicts for each ER and KER. 

• To facilitate informed decisions regarding the IP protection of an ER, ensuring timely 
progression through the necessary steps, which may include potential IP agreements 
(e.g., joint ownership agreements, access rights provisions, or NDAs for confidentiality). 

In this context, Table 8 and Table 9 provide a visual representation of the aforementioned 
segment of the IPR Matrix. 

Table 8: IPR Matrix - Exploitable Results 

ER 
Num
ber 

Exploit
able 
Result 

Main 
Contrib
uting 

Partner 

Further 
Contrib
uting 

Partner
s 

FG 
num
ber 

(relat
ed) 

BG 
num
ber 
(relat
ed) 

 

Propos
ition of 
ER – 
Owner 
(if any) 

Releva
nce of 
IP 
protect
ion (if 
any) 

M-
maki
ng 
the
m 
and 
selli
ng 
the
m 

 

U – 
Usi
ng 
the
m 

L - 
Lice
nse 
them 

S - 
Provi
ding 
them 
as a 
servic
e 

O - 
Oth
ers 

Most 
Promi
sing 
Path 

Further 
Comm
ents 

               

               

 

In the first column, the ER number is listed, providing a unique identifier for each ER. The 
second column contains the name of the ER being listed. The third column includes a brief 
description of each ER. The fourth and fifth columns describe the main contributing partner 
and the further contributing partners, respectively. The sixth column associates the ER with a 
listed FG IP asset related to this ER, while the seventh column associates the ER with a listed 
BG IP asset. The eighth column provides information on the licensing status of the KER. 
Additionally, the nineth column provides information on the licensing of each individual ER, 
such as Open Source, Apache 2.0, etc., while the tenth column highlights the relevance of IP 
protection for the KER. The specifications requested in these columns can sometimes be 
omitted due to the maturity of the project and the determination of the partners to claim 
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ownership of a KER. The last six columns are used to determine a clear and comprehensive 
exploitation path for each partner listing an ER and will be analyzed in section 6.1.4. 

Table 9: Key Exploitable Results 

ER 
Num
ber 

Exploi
table 
Result 

Main 
Contrib
uting  

Partne
r 

Further 
Contrib
uting  

Partne
rs 

FG 
num
ber 

(rela
ted) 

BG 
num
ber 
(rela
ted) 

 

Licen
sing 

Propo
sition 
of ER 
– 
Owner 
(if any) 

Relev
ance 
of IP 
protec
tion (if 
any) 

M-
mak
ing 
the
m 
and 
selli
ng 
the
m 

 

U – 
Usi
ng 
the
m 

L - 
Lice
nse 
the
m 

S - 
Provi
ding 
them 
as a 
servi
ce 

O - 
Oth
ers 

Most 
Promi
sing 
Path 

Furthe
r 
Com
ments 

                

                

 

6.1.4 Identification of Exploitation Pathway per Result 
Even when partners share a common interest in exploitation, their strategies for the optimal 
exploitation pathway to maximize the impact of each ER can vary due to strategic differences 
and priorities. Defining the exploitation pathway is as crucial as determining the optimal 
measures for IP protection. Therefore, it is imperative to outline the desired exploitation 
pathways among HORSE partners. 

Table 10: HORSE IPR Matrix - Exploitation Pathway/Partner/Result 

ER 
number 

Main 
Partner(s) 

M-Making them and 
selling them  

U - Using 
them  

L - License 
them  

S - Providing as a 
Service 

O - 
Others 

Most promising 
path  

        

        

 

As shown in Table 10, the second column lists the partners involved in the project, while the 
first column indicates the corresponding number for each ER, as defined in Table 8. The 
exploitation pathways table is included in Tables 8 and 9, where partners have filled each cell 
with one or more letters to indicate their desired exploitation pathways, as follows: 

• M: Making a product and selling it. 

• U: Using the project result internally for further development, for instance: 
– To develop something else for sale. 

– For R&D departments (public/private) to use results in new research projects. 

• L: Licensing the project result to third parties. 

• S: Providing a service, such as consultancy, etc. 

• O: Others. 
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• Most Promising Path: The most probable course of action from all of the above. For 
example, it is almost certain that before selling a product an organization should license 
it, making Licensing a very promising exploitation path. 

The contributing partner for each ER should select the appropriate exploitation claims in 
consultation with the contributing partners, the Project Coordinator, and the IPR and Innovation 
Manager. This process creates a matrix that demonstrates the desired exploitation pathways 
of each contributing partner for every result to which they have contributed, along with insights 
into the most prominent exploitation pathways for each result. 

6.1.5 Updated HORSE Innovations 
The HORSE project has identified various preliminary Innovations that are listed inside the 
original Grand Agreement. They are also listed in the fifth segment of the IPR matrix in order 
to be updated based on the project’s current status. 

Table 11: HORSE IPR Matrix - Innovation 

Innovation ID Key Innovation to research Lead Partner TRL Rationale (Means of Verification) 

     

 

The table includes several key columns.  Innovation ID is a unique identifier assigned to each 
innovation for easy tracking and reference within the project. The second column provides the 
key Innovation to research and showcases a brief description of the main innovation being 
investigated or developed. Columns number three includes the lead partners, i.e. the 
organization or entity responsible for leading the research and development of the key 
innovation. As in previous examples column number four denotes the TRL of the innovation, 
indicating its stage of development, from initial concept (TRL 1) to full deployment (TRL 9). 
Finally, “Rationale or Means of Verification” outlines the justification for the innovation, 
including the methods and criteria used to verify its progress and success. 

6.2 Overview Of HORSE’s Results, Background and 
Foreground IP  

6.2.1 Identified Exploitable Results of HORSE 
The main results of HORSE, as identified and updated by the consortium at the interim stage 
of the project, along with their description and the corresponding ER number, are presented in 
Table 12. 

Table 12: HORSE Identified Exploitable Results 

ER 
number 

Exploitable 
Result (ER) Short Description 
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6.2.2 Identified Key Exploitable Results of HORSE 
The main KERs of HORSE, as identified and updated by the consortium at the interim stage 
of the project, along with their description and the corresponding ER number, are presented in 
Table 13. 

Table 13: HORSE Identified Key Exploitable Results 

ER 
number 

Exploitable 
Result (ER) Short Description 

KER1 HORSE 
platform 

Complete set of features and functionalities towards a secure 
6G system orchestration. 

KER2 
Distributed AI 
Engine for 
Services 
Preassessment 

Set of functionalities (Sandboxing, AI contextual models, etc.) to 
be used to replicate the entire 6G landscape in order to conduct 
a preliminary performance assessment of the tentative 
orchestration strategies to be deployed, aimed at ensuring that 
all deployed services run in a secure, distributed and optimized 
environment. 

KER3 
Smart 
Monitoring 
(SM) 

Responsible for the collection of data from all various and 
diverse domain resources, as well as data related to the usage 
of the resources involved in the lifecycle management. 

ER1 RTR Generation of Ansible playbooks via a mitigation action, in order 
to defend against threats. 

ER2 PEM 
Predictive threat detector and mitigation driver for the analysis 
and processing of network streams in complex network and 
infrastructure scenarios. 

ER3 SAN & NDTs Sandbox and Network Digital Twins used for prediction, 
prevention and what-if analysis 

ER4 EM Framework for the modeling of vulnerabilities, threats, attacks, 
proactive actions, mitigations, and estimated impacts. 

ER5 IBI 
A collection of tools that proposes low-level network policies in 
response to security threats and vulnerabilities detected in the 
network based in high-level user's intents related to resiliency, 
quality of service, and availability. 

ER6 PAG 
Experiment on and implement new encryption, anonymization 
and data observability techniques. Upgrade of Suite5 services 
portfolio of data-driven intelligence with 5G/6G specific 
technological and innovation know-how. 

ER7 Pre-
Processing 

8BELLS presents a middleware solution designed to orchestrate 
and bolster a wide array of data sources, ranging in scale and 
structure, within cohesive and scalable data environments. 
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KER4 
Threat Detector 
and Mitigation 
Engine 

Tool responsible for detecting threats in a predictive form, thus 
proactively acting towards removing or in the worst case 
mitigating the impact of the foreseen threat. 

KER5 
Intent-based 
Secure cross- 
Domain 
Orchestrator 

Includes a set of tools to logically and physically interact with the 
infrastructure elements to provide a secure cross-domain 
orchestration. The interaction will be handled through a proper 
mapping of high-level intents into security workflows able to 
react to security threats and vulnerabilities. 

KER6 
Secure e2e 
connectivity 
Manager 

In charge of service orchestration, which supports recursive 
deployment of many functional components for multi-tenancy, 
high device heterogeneity through virtualization, end-to-end 
resource self-configuration, and most importantly the provision 
of a secure framework that can span across multiple domains 
and applications. 

KER7 Network Digital 
Twin 

An environment for testing "what-if" scenarios and performing 
predictions on the state of the network. The Network Digital Twin 
represents an isolated environment which accurately replicates 
the original 6G network as well as services and traffic. 
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6.2.3 Background IP  
In the interim version, the project partners were able to examine in retrospect and update the BG IP to be used so as to achieve the objectives of 
HORSE. This is presented in Table 14. 

Table 14: HORSE Identified IP BG 

# Relevant 
Background 

Contributing  
Partner  
(Partner 
Name) 

Background 
Number (First 

number refers to 
WP relevance, 
second number 
refers to assets 

order) 

Short Description of BG 

TRL 
M01 -
> TRL 
M036 

Type of 
Protection 

(patent, 
coyright, TM, 
Utility model , 

Open 
source…) 

How will it be 
utilised within 

Project? 

Conditions to 
Use within 
the Project 

(free to use, 
licence fee, 
restrictions, 

NDA..) 

Conditions to use 
outside the Project  

E.g. Is it 
confidential? Can it 

be shared with 
externals? Is it 

currently shared 
with externals? If 

yes, on what 
conditions? 

Interest in 
further 

exploitation 
through 

Project results  
(Yes/No) 

1 DFF 8BELLS BG4.1 

 
The Data Format Fusion 

(DFF) aims to bring data-level 
interoperability and analytics 
between heterogeneous IoT 
devices and other functional 
data pipelines. It is designed 

based on open source 
standards and tools. 

3 -> 5 Copyright 
As a data 
distribution 
platform 

free to use 
within the 
project 

Subject of licensing 
agreement yes 

2 
Comnetsemu 
network 
emulator 

CNIT BG4.2 

Network Emulation 
environment, designed to 

emulate SDN, NFV and 5G 
networks. 

2 -> 4 Opensource 
As 
environment 
for the SAN 

free to use 
within the 
project 

Free to use yes 

3 

Intent-based 
Resilience 
Orchestrator 
(IRO) 

TUBS BG5.1 

A developed Intent-based 
resilience orchestration tool 
which uses Reinforcement 

Learning for Quality of 
Service assurance 

6 -> 6 Opensource 

As know-how 
and as 
framework for 
the IBI module 

free to use 
within the 
project 

Free to use yes 
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6.2.4 Foreground IP 
Considering the HORSE’s results, the project partners were given the opportunity to update the FG IP, based on the overall progress of the project 
that occurred during the first half of implementation phase. The updated content in Table 15. 

Table 15: HORSE Identified IP FG 

WP Project Result 
(PR) 

/Achievement 

Main 
Contributing 

Partner  
(Partner 
Name) 

Further 
Contributing 

Partner(s) 

Foreground 
Number (First 

number 
refers to WP 
relevance, 

second 
number 
refers to 

assets order) 

Short Description of FG TRL 
M01 -

> 
TRL 

M036 

Type of 
Protection 

(patent, 
copyright, 
TM, Utility 
model …) 

Conditions to Use within 
The Project  

(free to use, licence fee, 
restrictions, NDA..) 

Interest in Further 
Commercialisation 
of Project Results  

(Yes/No) 

Conditions to 
Use after the 

end of the 
Project  

(free to use, 
licence fee, 
restrictions, 

NDA..) 

WP3 PEM ETI NKUA, UPC, 
ZORTE, 
8BELLS 

FG3.1 Predictive threat detector 
and mitigation driver for 
the analysis and 
processing of network 
streams in complex 
network and infrastructure 
scenarios. 

2 -> 4 Other Free to use yes Licence fee 
based on 
partners 
agreement 

NDT CNIT/TID 
 

FG3.2 Network Digital Twin 
environment for 
prediction, prevention and 
what-if analysis 

2 -> 4 Other Free to use 
 

Free to use 

DTE NKUA ETI, 
TUBS,MAR 

FG3.3 Distributed threat 
mitigation environment for 
the generation of either 
predictive or corrective 
intents 

2->4 Other Free to use no Licence fee 
based on 
partners 
agreement 
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EM UPC ETI, NKUA, 
8BELLS 

FG3.4 Framework for the 
modeling of 
vulnerabilities, threats, 
attacks, proactive actions, 
mitigations, and estimated 
impacts. 

2->4 Other Free to use no Licence fee 
based on 
partners 
agreement 

PAG SUITE5 
 

FG3.5 A module which resolves 
and enforces access 
policies and data retention 
policies on the collected 
datasets (incl. a database 
which holds the access 
policies and the data 
retention policies -the 
collected datasets 
themselves are hosted on 
different HORSE platform 
component). The module 
also encrypts and 
anonymises the collected 
datasets, and logs the 
operations performed on 
the datasets of interest. 

2->5 Copyright Free to use within the project yes License fee 
based on multi-
party 
exploitation 
agreements 
between Suite5 
and the 
Party/ies 
involved in 
exploitation of 
results 

WP4 ePEM  CNIT ATOS, ETI, 
UPC, 
ZORTE, 
8BELLS 

FG4.1 ePEM plays a pivotal role 
in the HORSE security 
infrastructure. HORSE 
represents a cutting-edge 
security infrastructure 
designed to safeguard 
complex, distributed, and 
heterogeneous systems. 
In this intricate 
environment, the ePEM 
serves as a central 
architectural element, 
orchestrating ctions and 
providing observability 
over the various 
zomponents that 
constitute the end-to-end 
services secured within 
the HORSE security 
perimeter. 

2 -> 4 Other Free to use No Free to use 
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RTR 8Bells 8BELLS, 
EFACEC, 
UPC 
MAR, ATOS, 
CNIT 
ETI, ZORTE 

FG4.2 Generation of Ansible 
playbooks via a mitigation 
action, in order to defend 
against threats.  

2 -> 4 Copyright Free to use yes Licence fee 
based on 
partners 
agreement 

WP5 IBI TUBS 
 

FG5.1 The HORSE Intent-Based 
Interface is responsible for 
mapping high-level intents 
from a user, received as 
structured text or through 
a dedicated GUI, and 
further mapping those 
intents into use 
requirements. The 
requirements are then 
used to propose a list of 
deployable network 
policies that can mitigate 
attacks happening in the 
network or prevent future 
attacks. The policies are 
sent to a lower-level 
controller for deployment 
and enforcement in the 
network elements. 

2 -> 4 Other Free to use no Free to use 
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6.2.5 Innovations 
Considering the HORSE’s results, the project partners were given the opportunity to update 
the Innovations matrix, based on the overall progress of the project that occurred during the 
first half of implementation phase. The updated content in Table 16. 

Table 16: HORSE Innovations 

Innov 
ID 

Key. Innov. To 
research 

Lead 
Partner 

TRL M01 -> 
TRL M036 Rationale (Means Of Verification) 

I01 
Intent-based 
management 
interface 

TUBS 2 –> 5 

An Intent management interface to automate 
the processing and deployment of the user 
intents and their interactions with other 
modules (D5.2, D5.3). 

I02 
Attacks 
characterizatio
n and 
modelling 

UPC 2 –> 4 
Definition of a complete taxonomy of attacks 
models, to quantify the potential impact on 
the system (D3.1, D3.2). 

I03 
Network Digital 
Twin 
environment 

TID / 
CNIT 2 –> 4 

Availability of a network Digital Twin 
environment able to support the verification 
of end-to-end network scenarios, with 
specific focus on security (D3.1, D3.2). 

I04 
Threat 
Detection and 
Mitigation 

ETI 2 –> 4 

1 Innovation point: Among the different ML 
algorithms, a novel algorithm conceived in 
the Ericsson Labs and patent protected will 
be implemented and tested for the first time. 
Its performances will be compared with the 
current benchmarks. 

2 The detector internal architecture is 
innovatively presenting a multi stage ML 
system where every stage learns from the 
outcomes of the previous one. This 
innovative scheme will allow many 
competitive benefits: a) A higher automation 
level (auto calculation of all the thresholds) b) 
A better visibility, that mean more 
effectiveness for combined or zero-day new 
forms of attacks. 

3 At Horse framework level: The innovative 
combination of a Machine Learning threat 
detector And of a Digital Twin will 
innovatively allow a more effective mitigation 
strategy precisely dynamically modulating the 
required actions minimizing the network 
impairments. 

I05 
End-to-end 
secure 
connectivity 
manager 

CNIT 2 –> 4 
Availability of an end-to-end secure 
connectivity manager, an OSS module based 
on OSM, capable of orchestrating the 
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requests by PIL to the available infrastructure 
domain (D4.1, D4.2). 

I06 
Advanced 
placement for 
KNF 

MAR 2 -> 5 

Ability to dynamically place cloud-native 
network functions based on intents and real 
time monitoring data within the ETSI OSM 
ecosystem (D4.1, D4.2). 

I07 
Security for 
Advanced 
Communicatio
n Techniques 

NKUA 2 –> 4 

Investigation of PLS aspects related to the 
evolving 6G technologies, taking into account 
the energy efficiency and the signaling 
overhead (D3.1, D3.2). 

I08 
Distributed 
Trustable AI 
Engine 

NKUA 2 –> 4 
The target is to develop distributed AI 
solutions to secure the 6G network from 
unknown attacks (D3.1, D3.2). 

I09 Katana Slice 
Manager ZORTE 3 -> 5 

Katana Slice Manager is a centralized 
software component that provides an 
interface for creating, modifying, monitoring, 
and deleting slices. Through the North Bound 
Interface (NBI), the Slice Manager receives 
the Network Slice Template (NEST) for 
creating network slices and provides the API 
for managing and monitoring them. 

I10 
Security & 
Privacy 
Assurance 
Platform (STS) 

STS 4 -> 6 

The security assurance platform combines 
runtime monitoring, dynamic and static 
testing, and impact assessments to provide a 
real-time security posture assessment and 
certification of heterogeneous systems (D4.1, 
D4.2). 

I11 Data Fusion 
Mechanism 8BELLS 3->5 

With regards to Smart Monitoring, 8BELLS 
offers a middleware solution in order to be 
able to orchestrate and support large scale 
and structurally different data sources under 
common and expandable data spaces. The 
above-mentioned mechanism greatly 
enhances data interoperability, through the 
adoption of common APIs for data exchange, 
and the definition of common data models. 
APIs for data and metadata management, as 
well as standardized endpoints for 
sophisticated queries are supported (D3.2, 
D4.2). 
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6.3 Exploitation and Valorization Plan 
The current exploitation and valorization plan sets the stage of the Innovation and IPR 
Management Strategy, reflecting the overall progress and maturity of the HORSE project 
outcomes. Information for this plan was gathered from all HORSE partners, detailing recent 
project activities. The descriptions of the results (as identified in Sections 6.2.1 and 6.2.2) and 
their preliminary value propositions were updated and shared with the partners, along with the 
types of exploitation interests and individual exploitation pathways. Feedback received was 
then used to refine the valorization section. 

Following the collection of preliminary data, an initial ownership proposal was created (see 
Section 6.3.1). This proposal is intended to initiate a discussion within the consortium to 
ultimately decide on a definitive ownership structure for each project result, whether exclusive 
or collective. Initially, each partner's role and contribution to the HORSE project results were 
outlined during the Grant Agreement preparation and are regularly updated as the project 
progresses. 

The process of determining ownership began with an analysis of the various HORSE engines 
and the overall system architecture. The scripts and other inputs needed to produce the main 
ERs listed in this document were identified and categorized. Particular focus was given to the 
initial KERs, mentioned in the initial GA, that make up the HORSE solution. 

To formulate the exploitation and valorization plan, an ad hoc IPR matrix was developed by 
the IPR manager and distributed to all partners, who were then invited to elaborate on their 
exploitation interests, specifying the type of exploitation and pathway for each HORSE result, 
both during and after the project. This matrix also collected vital information regarding the 
exploitation rights and responsibilities anticipated by each partner for the HORSE results. 
Additionally, it helped the IPR manager to identify potential inconsistencies or unforeseen 
claims from specific partners early on, allowing for bilateral consultations and proper 
justification of claims. This proactive approach helped to resolve potential IP conflicts promptly. 

Partners contributing to each result were asked to detail their exploitation interests, categorized 
as: (i)M: making a product ad selling it, (ii)U: use the project result internally for further 
development (iii)L: licensing the project result to third parties, (iv) S: providing it as a service 
and (v) O: other. Finally, the partners are requested to choose the most promising path of the 
ones they chose. The collected information was organized into the exploitation and valorization 
plan, which includes the IP proposition for each ER and the exploitation interests and pathways 
for each HORSE partner. 

Each stage of the process involved review rounds with partners, which were integrated into 
the analysis. Throughout the remainder of the project, the information will be periodically 
refined to incorporate new data and ongoing discussions within the consortium. 

6.3.1 Exploitable Results and ownership proposition 
Table 17 presents the list of all HORSE ERs with an exploitation potential and interest together 
with the main partners that have contributed to their creations as well as partners that had the 
supporting role to their creation. The related BG and FG IP to each project result is also listed, 
as well as a preliminary ownership proposition and the most relevant means of protecting each 
result.  
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Table 17: HORSE Exploitable Results proposition and IP protection 

ER 
number 

Main 
Partner(s) 

Contributing 
Partners 

BG 
numb
er 
(relate
d) 

FG 
numb
er 
(relate
d) 

Proposition 
for ER - 
Owner (if 
any) 

Relevance for IP 
protection (if any) 

ER1 8Bells 

8BELLS, 
EFACEC, 
UPC 
MAR, ATOS, 
CNIT 
ETI, ZORTE 

None FG4.1 
Copyright, 
Patent or 
Utility Model 

None 

ER2 ETI None None FG3.1 Ericsson 
exploitation None 

ER3 TID / CNIT None BG4.2 FG3.2 
Exploitation 
by TID and 
CNIT 

None 

ER4 UPC ETI, NKUA, 
8BELLS None FG3.4 UPC 

exploitation None 

ER5 TUBS None BG5.1 FG5.1 None None 

ER6 SUITE5 None None FG3.5 Copyright - 
SUITE5 

License fee based on 
multi-party exploitation 
agreements between 
Suite5 and the 
Party/ies involved in 
exploitation of results 

ER7 8BELLS None BG 4.1  Copyright 

License fee based on 
multi-party exploitation 
agreements between 
8bells and the 
Party/ies involved in 
exploitation of results 

 

6.3.2 Key Exploitable Results and ownership proposition 
Table 18 presents the list of all HORSE KERs with an exploitation potential and interest 
together with the main partners that have contributed to their creations as well as partners that 
had the supporting role to their creation. The related BG and FG IP to each project result is 
also listed, as well as a preliminary ownership proposition and the most relevant means of 
protecting each result. 
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Table 18: HORSE Key Exploitable Results proposition and IP protection 

ER 
number 

Main 
Partner(s) 

Contributing 
Partners 

BG 
number 
(ralated) 

FG 
number 
(related) 

Licensing 
Proposition 
for ER - Owner 
(if any) 

Relevance 
for IP 
protection (if 
any) 

ER1 ATOS ALL None None 

Open 

source / 

Apache 2.0 

None None 

ER2 TID 

CNIT, 

NKUA, S5, UPC, 

MAR, ZORTE, 

STS, 8BELLS 

None None 

Open 

source / 

Apache 2.0 

None None 

ER3 STS 
CNIT, ATOS, 

ETI, ZORTE, 
None None 

Open 

source / 

Apache 2.0 

None None 

ER4 ETI 

NKUA, 

UPC, ZORTE, 

8BELLS 

None FG3.1 Ericsson 
proprietary None None 

ER5 ATOS 

CNIT, ETI, TUBS, 

NKUA, ZORTE, 

8BELLS 

None None 

Open 

source / 

Apache 2.0 

None None 

ER6 CNIT 

ATOS, 

ETI, UPC, 

ZORTE, 8BELLS 

None FG4.1 

Open 

source / 

Apache 2.0 

None None 

ER7 TID/CNIT CNIT, TID BG4.2 FG3.2 
Open 
source / 
Apache 2.0 

None None 

 

6.3.3 Exploitation Pathway per partner 
Table 19 and Table 20 offer the exploitation pathway that each partner is going to follow for 
their ERs as well as KERs. As the project is not near its completion, the partners’ proposed 
exploitation pathways may be modified within the course of the project for one or more ERs. 
As such, the following tables represent only a preliminary expression on the 
consortium’s perception on the exploitation pathways that may be suitable for HORSE 
results. 
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Table 19: ER Exploitation Pathway 

ER 
number 

Main 
Partner(s) 

M-Making 
them and 

selling 
them 

U - 
Using 
them 

L - 
Licence 

them 

S - 
Providing 

as a 
Service 

O - 
Others 

Most 
promising 

path 

ER1 8Bells X X - - - M 

ER2 ETI X - - - - - 

ER3 TID / CNIT - X - - X U 

ER4 UPC - X - - - - 

ER5 TUBS - X - - X U 

ER6 SUITE5 - X - X - S 

ER7 8BELLS X X X - - M 

 

Table 20: HORSE KER Exploitation Pathway 

ER 
number 

Main 
Partner(s) 

M - Making 
them and 

selling 
them 

U - 
Using 
them 

L - 
Licence 

them 

S - 
Providing 

as a 
Service 

O - 
Others 

Most 
promising 

path 

KER1 ATOS - - - - - - 

KER2 TID - - - - - - 

KER3 STS - - - - - - 

KER4 ETI X - - - - - 

KER5 ATOS - X - - X U 

KER6 CNIT - - - - - - 

KER7 TID / CNIT - X - - X U 
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7 Individual Exploitation Plans 
The consortium strives to optimize both the technical and economic benefits of the project, 
ultimately enhancing the value of the invested resources. Leveraging its diverse composition, 
the consortium will tailor the exploitation of results based on the type of partner involved: 
industrial entities, clustering organizations, telecommunications companies, Small Medium 
Enterprises (SMEs), digital technology providers, and end users. 

To implement comprehensive and asset-specific exploitation strategies, HORSE will formulate 
both individual and collective exploitation plans. This chapter focuses on the preliminary 
exploitation strategies for each partner, documenting the updated interests and expectations 
of each consortium member, now that the project has been underway for several months. 

7.1 Industrial, clustering and telco partners 
ATOS: ATOS is a global leader in digital transformation with 109,000 employees and annual 
revenue of € 11 billion. European number one in cybersecurity, cloud and high-performance 
computing, the group provides tailored end-to-end solutions for all industries in 71 countries. 
A pioneer in decarbonization services and products, ATOS is committed to a secure and 
decarbonized digital for its clients. The purpose of ATOS is to help to design the future of the 
information space. Its expertise and services support the development of knowledge, 
education and research in a multicultural approach and contribute to the development of 
scientific and technological excellence. ATOS Research & Innovation department (ARI) is the 
R&D pillar of emerging technologies and source of innovative ideas coming from EU and 
national funded projects in the organization. Replicating the global organization of the company 
and with the goal of facilitating the integration of research and innovation activities within the 
Business Units, ARI is divided into industries, being the Telecommunications Media and 
Technology (TMT) one of them. The technical expertise of the TMT industry revolves around 
technologies that enable the development of the next generation telco networks, paying special 
attention to smart network management and orchestration practices in multi-domain scenarios 
including the security and privacy aspects. In ARI, there are also business consultants that are 
involved in the projects from proposal time. These consultants hold regular meetings with the 
different industries in ATOS to be well updated about the company's strategy, the global 
portfolio, and the partners and customers’ demands. On the other hand, these business 
consultants provide the company insights about the latest European research trends, the 
projects and consortia the Unit is involved in and the general results coming out from the 
projects. This way the company ensures the timely detection of internal and external 
opportunities and, as part of its general strategy, it supports its clients in achieving their digital 
transformation and gaining competitiveness. In HORSE, ATOS will act as Technical Manager, 
supervising the overall technical and scientific progress of the project. ATOS will lead WP4 
dealing with the development of an AI-assisted human-centric Secure and Trustable 
Orchestration module for the HORSE platform. Within the context of WP4 ATOS will lead Task 
4.4 focused on the development of the orchestrator connectors aiming to unify the 
orchestration of all the network segments of the 6G architecture. ATOS technical contribution 
in HORSE is fully aligned with the technological perspective of the TMT industry and for that 
reason ATOS believes that the results from HORSE will play a vital role to boost the innovation 
process within the organization and enhance the portfolio of products and technologies offered 
to its customers. 

TID: TID aims to exploit the project research results in Telefónica, with the goal of promoting 
the achievements and ideas inside the strategic roadmap of the relevant Telefónica business 
units in Europe and the world. In particular, TID plans to communicate and promote the 
HORSE results within the Telefonica Group units working in network evolution and 
management automation and Cybersecurity services (Telefonica Tech). This will include 
internal proofs of concept, and training, with the goal of making these units incorporate the 
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results to their commercial service offer beyond the end of the project. In parallel with these 
actions towards commercial exploitation, other initiatives will also be undertaken. Internal 
evangelization, through the dissemination of the main project results, across the entire 
organization, using Telefónica Excellence School, internal communication channels 
(workplace, ThinkBig blog, etc.), Telefonica Design Councils and TID demonstration rooms. 
Presentation of the main innovations developed in the project to the entrepreneurship 
initiatives of Telefonica (Wayra and Telefonica Open Future) with the goal of facilitating their 
application by the start-ups nurtured by these initiatives. Contributions to standardization 
bodies (ETSI, IETF, ONF, 3GPP) and EC initiatives (6G-AI, Cybersecurity PPPs, and other 
future initiatives), whenever applicable. TID is interested as well in possible patents for the 
services and system pieces derived from the HORSE and in influence on standards and on 
the development of new related commercial solutions. For these goals, the HORSE concept 
consolidation is considered a key aspect in providing protection for future 6G network systems 
deployments. Parallel to these exploitation objectives, TID plans to involve its industrial 
partners in the security community and stakeholders in the design of technically feasible and 
scalable commercial products from the above concepts and then cooperate in the transfer 
process to the industry. 

EFACEC: EFACEC is continuously improving its portfolio solution being more innovative, 
driven by technologic and being more competitive. The research to be developed in the 
framework of this project, align with internal roadmap strategy, will have a strong impact in 
EFACEC’s Management and Operation platforms by the validation of proof of concepts and 
future integration of new technologies such as security, secure and proactive orchestration, 
AI/ML, edge computing or cloud-native, leveraging to improve its portfolio with better services, 
with more efficient applications and more resilience platforms. 

ETI: From the ERICSSON perspective, potentially HORSE will demonstrate to be an 
innovative framework that differentiate itself from other implementations available on the 
market and therefore the possible integration of the HORSE system or sub-systems into the 
Ericsson OSS portfolio could help to gain a competitive advantage over competitors that will 
likely translate in positive economic repercussions. Moreover, it is important to comment the 
fact that, besides the aforementioned aspects and their hopefully positive consequences on 
the Ericsson market with their employment impacts, the competences acquired during this 
project will contribute to a significant increment on the specialized skill levels of the research 
groups that will be involved in the different activities; this fact will allow Ericsson to propose 
itself as a reference partner in future EU projects. All these aspects will provide an important 
pulse to the R&D activities in this specific emerging technological scenario, with, in turn, an 
increasing number of applied resources. 

7.2 Academic and Research Partners 
CNIT: Within the HORSE project, CNIT will mainly work on the definition of digital twins for 6G 
networks and the development of the end-to-end secure proactive orchestrator. Based on such 
assets, the exploitation of the results of the project will go along three lines: 

• The primary goal of the exploitation plan of CNIT will be to educate future researchers on 
6G and related topics covered by HORSE. The knowledge and results obtained in the 
project will be used to train young researchers at doctoral and postdoctoral level and to 
build the next generation of research professionals on those subjects. In particular, several 
topics and results developed within HORSE will be used to build teaching material, 
especially at Master and PhD level. 

• The development of the orchestrator will enable the CNIT S2N Laboratory to enhance the 
functionalities of the testbed in Genova and to use it in other projects related to 5G/6G 
testing. 
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• The network digital twin developed by the CNIT Research Unit in Trento will represent a 
relevant asset to open new research lines and to further investigate the topic in research 
and development activities. Indeed, the network digital twin developed in HORSE will be 
synergetic to other initiatives in research and education, as well as technology transfer. 

 
TUBS: TUBS will work on the HORSE platform's architecture, particularly the intent-based 
modules, which are activities that need our existing knowledge and tools. TUBS will also work 
on developing new tools, which will likely result in new IPR and scientific discoveries. The tools 
developed during the HORSE project will be made available as open-source software, 
facilitating knowledge transfer and collaboration with other research and education actions.  
The main exploitation goal of this initiative is to provide a platform for training young 
professionals in technologies related to the sixth generation of mobile networks (6G) using the 
development of products and knowledge gained during the project's progress. 

NKUA: NKUA foresees three important routes towards exploitation of the results. The first 
focuses on exploiting HORSE results in education; the second focuses on enriching the 
scientific status of the involved personnel; and the third one is aimed at exploiting the project 
outcomes in future research projects. On the first exploitation strand, HORSE will help extend 
the undergraduate and MSc courses, while introducing new research topics on the field of 6G 
security and secure orchestration of highly demanding applications with AI/ML approaches, for 
the creation of modern and innovative PhD Dissertations. With respect to the second 
exploitation strand, NKUA sees the participation in HORSE as a clear step towards the 
exploitation of the technical and scientific advancements, which will be developed in close 
collaboration with the rest of the project partners. The interest is mainly focused in the areas 
of physical layer security and AI where the involved personnel have a remarkable research 
record and relevant publications. Thus, the participation in HORSE will help the faculty to 
further strengthen its position in the relevant competitive research areas. Finally, with respect 
to the third exploitation field, NKUA will leverage the outcomes of this project and build upon 
the gained expertise to be exploited in new research projects that would give the opportunity 
to further promote research in these areas. The NKUA involvement in a highly innovative 
project with industrial partnerships will allow its establishment as a significant European 
research and development organization and it will increase the visibility, recognition, and 
publication record of the University. Therefore, NKUA will stay competitive for future research 
projects and initiatives and strengthen its position as a university (knowledge, scientific quality, 
facilities). 

UPC: UPC plans for exploitation focus on transferring the knowledge acquired because of the 
project efforts into the different academic activities the team participates at, ranging from 
undergraduate and master to PhD level. The main objective is to translate the skills inferred 
from the project into knowledge to be transmitted within the different courses for undergraduate 
and master students and to attract new students to be enrolled into the Computer Architecture 
PhD program to incorporate in their training transcript distinct concepts from the HORSE 
project. This set of activities will definitely increase the knowledge and skills of the students 
and also will notably extend the visibility of the team in the distinct project areas the UPC team 
contributes to HORSE. Moreover, the efforts to be done within HORSE to develop a B5G 
testbed at CRAAX premises, will undoubtedly expose novel paths for exploitation, supported 
by different activities, related to developing and testing new solutions, training in 5G/6G 
equipment, etc. Beyond that, the UPC team is open to explore any potential exploitation in the 
commercial or intellectual property areas, coming from its activity in HORSE. 

UMU: UMU will work in the HORSE infrastructure. Using the already deployed 5G network in 
UMU, support for the HORSE project will be provided. Moreover, UMU will deploy a specific 
instance for HORSE and will provide maintenance as well as help in the integration with the 
rest of the components. Also, UMU will provide a testbed for 5G NDT based on the 
infrastructure 5G-GAIA that can be further use for testing of different security deployment and 
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mitigation strategies. In addition, UMU is also managing the CI/CD infrastructure that the 
project is going to use. In this case, is composed by GitHub and GitHub actions, but other 
technologies like Jenkins or Robot have been studied. 

7.3 SMEs 
S5: Suite5 Data Intelligence Solutions (S5) expects to acquire further technological and 
innovation know-how related to 5G/6G applications, to further complement its existing tools 
and services portfolio of data-driven intelligence. S5 aims to experiment on and implement new 
encryption, anonymization and data observability techniques, which in turn shall further expand 
the capabilities of the S5 Enterprise Analytics software. S5, as a full member of 6G-IA, also 
targets to focus on the provision of AI-based services to mobile network providers. The 
exploitation of the results and of the work performed inside the HORSE project shall help gain 
insights into emerging innovation areas and business models applied on 5G/6G networks 
(primarily related to AI technologies) and upgrade S5 services portfolio with 5G/6G specific 
technological and innovation know-how. 

ZORNET: ZORNET provides solutions for network virtualization, cloud infrastructure and 
advanced networking schemes and Internet applications. Main focus areas are Cloud 
Computing, Remote Sensing applications, Open Programmable Networks, and QoS/QoE 
provisioning. Therefore, ZORNET expects to obtain significant insight from the results of 
HORSE, which will reinforce the company's position in the communication and networking field 
through the upgrade of existing software solutions through hardware acceleration VNFs 
operating at HORSE network level. Specifically, by participating in this project, ZORNET aims 
to understand, evolve and exploit its existing hardware acceleration software for virtualized 
usage. This will enable the capacity of transforming the company’s current line of business 
applications in the field of networking to 6G-enabled solutions. 

EIGHT BELLS: EIGHT BELLS leverages on the introduction of successful, open-source 
software stacks for telecom networks that use AI solutions. The participation of EIGHT BELLS 
in the HORSE project is fully aligned with the company’s strategic decision to investigate and 
to focus on market research about the 6G security telecom segment. In this context, EIGHT 
BELLS is interested in HORSE outcomes through enhancing the technology and economic 
enablers in Europe and internationally. The main exploitation actions will be based on obtaining 
significant insight from the results of HORSE, reinforcing the company's position in the 
5G/Beyond5G fields through the upgrading of existing security and software solutions and 
specialized market reports. This will help to reinforce the company position through contacts 
with potential stakeholders. 

In the context of HORSE EIGHT BELLs is heavily involved in the development of tools crucial 
to HORSE’s workflow. The two modules EIGHT BELLS is responsible of, are the Pre-
processing and the Reliability Trust and Resilience modules. Both of those components 
provide EIGHT BELLS with the opportunity to foster the growth of its research and innovation 
capabilities. More specifically: 

• Pre-Processing will be utilizing one of EIGHT BELLS internal tools, the DFF. DFF is a 
licensed product of EIGHT BELLs primarily tested for data distribution inside IoT 
environments. We plan to update DFF in order to work in more demanding environments 
like HORSE’s 5G network topology, where it will act as a middleware and be responsible 
for processing and distributing network data. These new features will allow EIGHT BELLS 
to exploit this tool in 5G and B5G environments. 

• The Reliability Trust and Resilience module is another result EIGHT BELLS aims to exploit 
in the cybersecurity domain. While most of the research is targeted towards intrusion 
detection solutions, HORSE also offers automated mitigation enforcement. As part of the 
mitigation workflow, this result creates the opportunity for EIGHT BELLS to enter a very 
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intricate and demanding field in the 5G security and the cybersecurity domain in general. 
Having that tool in our arsenal helps us offer tested and practical mitigation solutions 
against third party attacks. 

MAR: MAR has identified several ERs from the HORSE project that will be instrumental in 
enhancing the security features of Martel commercial IoT platform, Orchestra Cities. 
Specifically: i) Knowledge Base (KB): Developed internally, this database is crucial for 
accumulating and sharing security-related information across the platform. ii) Attack/Mitigation 
Service: Also developed in-house, this service is designed to offer an interface for obtaining 
mitigation solutions. iii) Ansible Playbooks: developed by external parties, our contributions will 
enhance their utility and integration within the systems. iv) valuable knowledge acquired during 
implementation, essential for ongoing development and refinement processes. 

The technical work within HORSE will support the activities of MAR in this area by exploring 
the adoption of AI based solutions, strengthening its commercial credibility and overall 
reputation in the SNS JU context and beyond in the European and worldwide 6G context. 
Moreover, the impact creation activities performed in HORSE are expected to increase visibility 
and expertise of MAR, which are key to create new collaboration and business opportunities 
with top players in the Telco scene. 

HOLO: By joining HORSE Holo-Light will leverage its expertise in visualizing, interacting, 
streaming XR content in order to improve the performance and versatility of its products and 
make them “6G ready” also to address the future B2C market. 
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8 Market Analysis  

8.1 Cybersecurity Market  
When reviewing in which market segments HORSE could fit, the first that comes in mind is the 
cybersecurity market. The International Telecommunications Union defines cyber security as 
“the collection of tools, policies, security concepts, security safeguards, guidelines, risk 
management approaches, actions, training, best practices, assurance and technologies that 
can be used to protect the cyber environment and organization and user’s assets” within the 
cyber security foci of confidentiality, availability, and integrity objectives [4]. Since HORSE 
offers monitoring, intrusion detection and mitigation options for services and network 
infrastructure overall it fits perfectly to this description. Cybersecurity is becoming more critical 
as businesses, governments, and individuals rely more on digital systems that are vulnerable 
to third party attacks. This digital transition has made security a top priority for enterprises of 
all sizes. 

The cybersecurity industry is being pushed by the increasing frequency and sophistication of 
cyber threats, heightened regulatory compliance expectations for data protection, and the 
expanding usage of digital technologies like cloud computing and the Internet of Things (IoT). 
Furthermore, growing awareness of cybersecurity concerns among enterprises and 
consumers, as well as the necessity for robust protection in the face of increased remote work 
and digital transactions, are driving market expansion. 

The cybersecurity market is experiencing substantial growth, driven by rising demand for 
advanced security solutions as the frequency of cyberattacks increases. Opportunities are 
growing in areas such as Artificial Intelligence (AI) and Machine Learning (ML) for threat 
detection and response, cloud security services as cloud computing becomes more prevalent, 
and cybersecurity for IoT devices. The industry is also seeing an increase in Managed Security 
Services and the demand for trained cybersecurity personnel, which presents significant 
opportunities for service providers and job seekers in the cybersecurity field. 

The cybersecurity market has shown resilience in the face of economic downturns. Despite 
typical financial restrictions, cybersecurity is a growing business priority. This is due to the 
continued cyber talent shortage and the rising number of cyber threats. Companies continue 
to realize the crucial relevance of cybersecurity, prioritizing it on their agenda. This talent 
shortage creates a gap in the market that is difficult to fill. The main reason is the high skill 
level required by the security personnel. On the other hand, though, this shortage creates the 
opportunity for the integration of more automated solutions. Solutions like HORSE can work 
under the supervision of experts in order to bridge that gap and provide safe environments 
without the need for extra personnel or funds. Such technologies assist in automating repetitive 
processes and enhancing productivity, which is critical during times of personnel shortages 
and budget cuts. In terms of funds, cybersecurity may face limits, but demand for automated 
security services, as well as AI and ML technologies, is predicted to increase. The general 
forecast indicates that, while no field is immune to economic downturns, cybersecurity is largely 
recession-proof due to its important role and the continued demand for qualified personnel and 
solutions in this field [5]. 

According to [6], the cybersecurity market size is estimated at USD 182.84 billion in 2024, and 
is expected to reach USD 314.28 billion by 2029, growing at a compound annual growth rate 
(CAGR) of 11.44% during the forecast period (2024-2029). 

The rising number of cyberattacks worldwide and the increasing digitalization have the 
potential to harm the internet-linked digital infrastructure of numerous government or private 
sector enterprises, which would greatly accelerate the market growth rate. These are the main 
factors driving the adoption of data-intensive and automated approaches. 
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A vivid example of this global digitalization trend is the undergoing transformation of essential 
infrastructure and commercial networks in every nation due to advancements in information 
technology, communications technologies, and smart energy grids. On the other hand, as 
technology advances quickly, the surface area for cyberattacks also increases. The world's 
annual cost of cybercrimes is estimated by the Center for Strategic and International Studies 
and McAfee to be close to USD 600 billion, or 0.8% of GDP [23]. Furthermore, the average 
cost of data breaches has gone up recently, which shows how urgently cybersecurity solutions 
must be implemented to reduce the dangers. As businesses throughout the world integrate big 
data analytics, cloud computing, artificial intelligence (AI), and the IoT into their digital 
transformation projects, the cybersecurity landscape is expanding. Businesses that embrace 
digital transformation may run the risk of running into novel and quickly evolving cybersecurity 
threats because of this big change. 

The potential damages arising from cyberattacks have grown significantly with the increasing 
integration of digital technology into vital infrastructure, including energy grids, transportation 
networks, and healthcare facilities. These essential systems are more vulnerable to criminal 
activity that could impair operations, compromise sensitive data, or even endanger public 
safety as they grow more networked and dependent on digital platforms. Because of this 
increased susceptibility, a strong and flexible cybersecurity ecosystem is required to protect 
against possible outcomes. 

The digital transformation phase has resulted in a rapid increase in the amount, pace, and 
diversity of data generated and processed by businesses due to the expansion of data-
intensive applications and technology. The increasing utilization of big data, artificial 
intelligence, and machine learning by enterprises highlights the critical need to fortify the 
security of this invaluable resource. Large datasets containing sensitive and important 
information must be managed due to the growing usage of data-intensive methodologies, 
which means robust cybersecurity measures are required to guard against potential risks and 
vulnerabilities. 

As enterprises undertake digital transformation, the hurdles of smoothly integrating 
sophisticated cybersecurity solutions with existing legacy systems become more apparent. 
Legacy infrastructure, which includes old hardware, software, and protocols, limits the ability 
to deploy new cybersecurity measures. Combining these antiquated methods with new 
technologies frequently creates an atmosphere that makes it more difficult to build and 
maintain good cybersecurity policies. 

COVID-19 caused substantial damage to businesses on a global scale, accelerating the 
spread of cybercriminal operations in private and government sectors that were backed by 
digital transformation. The increase in cyber-attacks and frauds during the pandemic presented 
an opportunity for cybersecurity solutions to be used in decreasing cyber risks, hence boosting 
the market during and after the pandemic. 

According to ENISA [7], the top six sectors in the European Union most affected by 
cybersecurity attacks between June 2021 and June 2022 were public 
administration/government (24% of incidents recorded), digital service providers (13%), the 
general public (12%), services (12%), finance/banking (9%), and health (7%).  In conclusion, 
it is evident that cyberattacks are on the rise and increasingly target all facets of the modern 
world, encompassing businesses, civilian infrastructure, and national critical infrastructure. It 
is regrettable that such occurrences persistently challenge the resilience of modern society, 
but they create an environment that can foster and make relevant solutions like HORSE. 

8.1.1 Cybersecurity Market Ecosystem 
Several crucial reasons are projected to drive the application security segment of the 
cybersecurity market to the greatest CAGR. As more organizations transfer their activities 
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online and adopt digital solutions, the number of applications utilized in many industries is 
rapidly expanding. Application usage has increased, making them a prime target for attackers. 
The increasing complexity of these systems, particularly with the integration of cloud services 
and mobile platforms, has broadened the attack surface, necessitating more advanced and 
targeted security measures. Moreover, the adoption of agile and DevOps approaches in 
software development has highlighted the importance of integrating application security early 
in the development process. This integration identifies and mitigates risks at the onset, rather 
than as an afterthought. In addition, regulatory compliance standards and data protection rules 
are getting more stringent, requiring organizations to guarantee their applications are safe to 
protect critical consumer and corporate data. These reasons, together with the increased 
sophistication of cyber threats that directly target applications, have resulted in an increase in 
demand for comprehensive application security solutions. Furthermore, demand is expected 
to rise further, fuelling the high CAGR in the application security segment of the cybersecurity 
market. 

The large enterprise sector is predicted to account for the greatest share of the cybersecurity 
market, owing to their massive infrastructure and data assets, which make them prime targets 
for sophisticated cyberattacks. Large organizations often have more complicated network 
infrastructure, covering a diverse range of devices, applications, and data, all of which 
necessitate robust and comprehensive cybersecurity solutions. Furthermore, because these 
firms frequently deal with sensitive customer and corporate data, data breaches and 
cyberattacks pose a substantial security risk as well as a legal and reputational threat. It needs 
a greater investment in cybersecurity solutions to mitigate potential attacks. In addition, major 
corporations are subject to strict regulatory compliance obligations that necessitate robust 
cybersecurity processes. Failure to comply results in severe penalties, prompting major 
businesses to spend extensively on cybersecurity. The mix of high-value assets, complicated 
network infrastructures, regulatory demands, and the increased risk of sophisticated cyber 
threats all contribute to the cybersecurity sector's enormous market size in major businesses. 

The managed services segment of the cybersecurity market is expected to have one of the 
greatest CAGRs due to a number of factors. First, as cyber threats become increasingly 
complex, many firms, particularly SMEs, find it difficult to manage their cybersecurity 
requirements in-house due to limited resources and knowledge. Managed cybersecurity 
services provide a solution by delivering specialized expertise and cutting-edge technologies 
that are required for efficient cyber defense. Furthermore, the growing complexity of business 
environments, which include a mix of on-premises, cloud-based, and hybrid systems, 
necessitates more advanced and diverse cybersecurity tactics that are frequently outside the 
scope of internal Information Technology (IT) teams. Managed Service Providers (MSP) are 
prepared to tackle these challenges by providing comprehensive solutions that include 
continuous monitoring, threat detection, and incident response. Furthermore, the increasing 
regulatory compliance requirements in numerous industries necessitate stringent 
cybersecurity measures. MSPs assist firms in adhering to these rules by ensuring that their 
cybersecurity policies are consistent with industry standards. Finally, the trend to remote 
working has broadened the cyber danger landscape, leaving businesses more vulnerable to 
assault. Managed services can provide the tools and skills required to protect remote work 
settings, hence increasing demand in the segment. These factors work together to drive the 
rapid expansion of the managed services segment in the cybersecurity industry [5]. 

8.1.2 Cybersecurity Market Trends 
Traditional cybersecurity solutions are struggling to keep up with the evolving landscape of 
advanced Persistent Threats (APT) and malware attacks. This has created a heightened 
demand for sophisticated and automated cybersecurity measures. The global security 
automation market is expected to reach $16.7 billion by 2028, growing at a CAGR of 13.4% 
according to [8]. Automated monitoring systems are increasingly critical, providing continuous 
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surveillance of network activity to detect anomalies and potential threats in real time. Intrusion 
detection systems (IDS) play a crucial role in identifying unauthorized access attempts and 
unusual behavior patterns, enabling rapid response to potential security breaches. The IDS 
market is expected to reach $6.2 billion by 2025 [9], growing currently at a CAGR of 11.1%. 

Furthermore, advanced mitigation strategies are essential for countering cyberattacks. The 
advanced threat protection market [10] is projected to reach $38.17 billion by 2030 from $11.87 
in 2024, at a CAGR of 21.44%. Automated systems can implement predefined responses to 
identified threats, isolating affected systems and preventing the spread of malware. These 
capabilities ensure a swift and effective reaction to security incidents, minimizing damage and 
downtime. The integration of AI and ML into cybersecurity solutions enhances their ability to 
predict, detect, and respond to threats dynamically. According to [11] the AI in cybersecurity 
market is projected to reach $60.6 billion by 2028, growing at a CAGR of 21.9%. 

Another key feature of HORSE is the utilization of digital twin technology. Digital twins, which 
are virtual replicas of physical systems, networks, or devices, simulate real-time behaviors and 
states to predict and mitigate cyber threats, enhance security measures, and improve overall 
system resilience. This innovative approach leverages real-time data and simulations to 
anticipate and neutralize potential security breaches, making it integral to modern 
cybersecurity strategies. In terms of market size, the global digital twin market was valued at 
approximately USD 10.1 billion in 2023, with a substantial portion attributed to cybersecurity 
applications. The market is projected to grow at a CAGR of around 61.3% from 2023 to 2028, 
reaching approximately USD 110.1 billion by 2028 [22]. This rapid growth is fueled by several 
key drivers. Firstly, the rising frequency and sophistication of cyber-attacks necessitate 
advanced security solutions, and digital twins offer a proactive approach to identifying and 
mitigating these threats. Secondly, the proliferation of IoT and Industrial IoT devices has 
expanded the attack surface, making real-time monitoring and protection through digital twins 
essential. Thirdly, stringent regulations and standards for data protection and cybersecurity 
drive the adoption of digital twin technologies to ensure compliance and enhance security 
postures. Lastly, advances in AI, ML, and big data analytics are enhancing the capabilities of 
digital twins, making them more effective in cybersecurity applications. 

Another promising sector is the cloud deployment sector, which is projected to have a 
considerable market share in the near future. Cloud technologies provide numerous benefits 
to telecommunications firms, including the ability to supply a diversified collection of apps and 
manage data. As a result of the economic flexibility that comes with "cloud as a user" services, 
some telecom firms are commercializing them and offering new solutions to their clients via 
cloud networks. Telecom businesses are also embracing cloud platforms to generate new 
value propositions, which have the ability to create new revenue models and improve 
subscriber experiences. The increased use of cloud-based cybersecurity solutions is driven by 
a variety of factors, including scalability, flexibility, platform centralization, simplicity of access, 
and cost effectiveness. According to IBM [12] in 2022, 33% of respondents claimed they used 
multi-cloud to ensure availability. The global cloud security market is expected to reach $125.8 
billion by 2032, growing at a CAGR of 13.6% from 2023 to 2032 [13]. The worldwide 
workforce's growing reliance on remote and mobile skills fuels demand for cloud-based 
cybersecurity. Cloud solutions provide secure access and monitoring of systems from any 
place, meeting the needs of modern, flexible work settings. Furthermore, key market trends in 
cloud adoption include the emergence of multi-cloud and hybrid strategies, the importance of 
cloud-native security, integration with DevOps processes, increasing automation and 
orchestration, cloud-based analytics, and threat intelligence. 

As businesses recognize the limitations of traditional network-centric security models, they are 
increasingly turning to comprehensive, automated solutions that provide end-to-end 
protection. The shift towards decentralized and remote work environments necessitates robust 
security measures that can adapt to the evolving threat landscape.  
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8.1.3 Revenue history and forecast in cybersecurity market 
Having analyzed different market trends that feel relevant to our project we should look the 
cybersecurity market as a whole. According to [14], the cybersecurity market includes 
revenues generated by its two key products, cyber solutions, and security services (Figure 17): 

• Cyber solutions are a set of products or services designed to meet an organization's 
specific cybersecurity needs while remaining successfully linked with its risk landscape 
and security strategies. 

• Security services are a comprehensive set of services that improve an organization's 
protection and security strategy against common cybercrimes such as phishing, malware, 
ransomware etc. 

Infrastructure protection contributes to the stability, security, and resilience of vital organization 
systems that underpin an organization's operations. Infrastructure protection systems aid in 
the security of both physical and virtual assets, such as transportation networks, 
communication systems, and internal operating assets. The market is seeing increased 
collaboration among government agencies, commercial businesses, and security 
professionals to establish comprehensive and adaptive protection frameworks for identifying 
and responding to threats in a fast-changing threat environment. HORSE falls under the 
umbrella of such frameworks by offering a comprehensive and easy-to-integrate solution for 
the plethora of systems mentioned earlier.  

 
Figure 16: Revenue history and forecast in cybersecurity market (source: statista.com) 

8.2 5G Security Market 
HORSE focuses a lot on safeguarding 5G and future 6G services. In order to cover all aspects 
and opportunities of HORSE we had to make a distinction between the general cybersecurity 
market and security dedicated to 5G services, infrastructure etc. On the one hand, it is 
essential to demonstrate the capabilities of HORSE within the broader cybersecurity 
landscape, while also showcasing its relevance in the more specialized realm of 5G/6G 
security. Regarding the 5G security market, it is expected to grow from 1.7 billion USD in 2023 
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to 9.2 billion USD by 2028, with a compound annual growth rate of 38.9% between 2023 and 
2028 [15]. The industry is growing as cyberattacks become more sophisticated, targeted, and 
difficult to defend against. As cyberattacks get more sophisticated, firms must invest in stronger 
security measures to protect themselves. This entails investing in emerging security 
technologies like AI and ML, as well as training personnel on proper security practices. 

Factors that directly or indirectly impact the market were analyzed to estimate the overall trend 
of the market during the forecast period (Table 21). Each factor was analyzed on a scale of 1–
3, 1 being the lowest and 3 being the highest. 

Table 21: 5G Security Market 

Factor Inference Impact 

Recent 
Developments 

Partnerships, new product releases, and product updates 
are primarily driving the 5G security market. The major 
suppliers account for 80-90% of market advancements. As 
a result, this factor will have a significant market influence. 

High 

Enterprises’ 5G 
Spending 

Over the last few years, corporations have increased their 
investment on private wireless networks and 5G network 
infrastructure, particularly large and medium firms. 
Organizations are embracing new technologies to improve 
business processes and increase revenue. Digital 
transformation programs have aimed to encourage 
businesses to boost their capital expenditure on network 
and development infrastructure. As a result, this element 
will have a significant market influence. 

High 

Regulations 
Regulations have an indirect impact on the 5G security 
industry. There are numerous rules that do not have a 
direct impact on the 5G security industry. As a result, this 
factor will have a medium impact on the market. 

Medium 

Technology 
Maturity 

The 5G security market is still in its early stages of 
development and is predicted to grow. The adoption of IoT, 
AI/ML, and the cloud is projected to drive the 5G security 
market in the coming years. As a result, this factor will 
have a medium impact on the market. 

Medium 

Mobile and 
Internet 
Penetration 

North America and Europe have the highest percentages 
of mobile and internet penetration. In terms of mobile and 
internet penetration, Asia Pacific, the Middle East and 
Africa, and Latin America all offer considerable growth 
prospects. This encourages enterprises to use 5G security 
solutions and services to protect their 5G networks. As a 
result, this factor will have a medium impact on the market. 

Medium 

Mergers and 
Acquisitions 
(M&A) 

There have been few 5G security market acquisitions over 
the last few years. As a result, this element would have a 
minimal impact on the market. 

Low 
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Startup 
Ecosystem 

The 5G security market is dominated by established 
manufacturers such as Cisco, Huawei, Ericsson, ZTE, and 
Palo Alto Networks. Few startups operate in the 5G 
security market. As a result, this element would have a 
minimal impact on the market. 

Low 

8.2.1 5G security market ecosystem 
According to [15] the 5G security sector is comprised by a number of manufacturers, service 
providers, system integrators, platform providers, and end users aiming to deliver 5G security 
solutions for large-scale advanced network installations.  Network Services are necessary for 
the 5G security sector to function and end users are becoming more demanding when it comes 
to these services as technology trends shift. The management of a 5G security network to 
safeguard those services is crucial and it is new requirement for many telecom operators and 
corporate clients. 

 
Figure 17: 5G Cybersecurity Ecosystem (source: www.marketsandmarkets.com) 

The development of 5G security networks necessitates specialized knowledge and skill sets, 
which increases demand for implementation, support, and maintenance of novel security 
solutions as well as consultancy in order to secure the infrastructure of 5G networks and meet 
specific business objectives. Businesses in the media and entertainment industry have 
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adapted modern software to allow them to service a large customer base from a single location. 
Advanced persistent threats (APTs), ransomware, DDoS assaults, and malware are all risks 
to the media and entertainment industry's vital infrastructure. Tight 5G security services and 
solutions are needed for heightened defense against these ever-evolving attacks. Providing 
consumers with a quick, safe, rich media, and usage pattern tracking online entertainment 
experience is the aim of companies in the media and entertainment industry. Due to 
unfavorable webpage latency times, user access, slow frame rates, bad images, and poor web 
performance, online entertainment organizations run the danger of losing viewers and 
consumers. 

8.2.2 5G security market dynamics 
The 5G networks provide high-speed internet with low latency and can handle a large number 
of devices with varying power states and mobility. They support various technologies such as 
5G and future 6G services, satellites, Wi-Fi, and bands with different spectrums. These 
networks are particularly useful for industrial purposes such as production monitoring, 
condition-based maintenance, quality management, and human-robot coordination. 

As the number of IoT connections increases, 5G security becomes an important aspect of 
deployment due to enhanced security requirements. The rise of ransomware attacks on IoT 
devices and critical infrastructure also adds to the need for strong security measures. These 
factors [15] are driving the growth of the 5G security market, which is further detailed below in 
terms of drivers, restraints, opportunities, and challenges. 

 
Figure 18: Drivers, restraints, opportunities and challenges of 5G security market (source: Markets and Markets) 
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8.2.2.1 Drivers 

Chief Information Officers are primarily worried about a network that can cost companies and 
service providers a lot of money. Cloud-native architecture and schematic design were 
employed in the building of the new network infrastructure. Network functions are dispersed 
among regional, local, and central data centers, and they are not connected to the 
infrastructure that supports them. In a cloud-based 5G network, most network functions are 
dispersed across public and private cloud infrastructure. The 5G network is connected to the 
current legacy networks (2G, 3G, and 4G), internet service networks, and vertical industrial 
networks for things like automobiles, factories, and Internet of Things devices. With a 5G 
network at its core, it will construct an intricate, diverse network connection structure. 

8.2.2.2 Restraints 

Using higher frequencies is one of the main advantages of building the 5G network. However, 
all high frequencies, or radio spectrum, are already in use for a number of uses, such as 
government and telecommunications. To construct 5G infrastructure, these high-frequency 
spectrums must be accessible. Since these frequency bands have already been allocated to 
a number of purposes, there are conflicts when attempting to access them. When wireless 
carriers will be able to use these spectrums to install 5G infrastructure is unknown, though. All 
throughout the world, different governments are currently enacting different laws. 

8.2.2.3 Opportunities 

A rise in network attacks has caused many operators to focus on carrier network security. For 
example, in the wake of the 02 Telefonica bank hack, the Spanish operator hired 650 analysts 
and 1000 security personnel across seven Security Operations Centers (SOC) worldwide. 
British Telecom is also qualified to accredit its networks and systems for use by the UK 
government, and it employs 3000 security professionals across 15 SOCs globally. British 
Telecom says it employs AI to safeguard its customers' data. Visual interfaces are used in its 
method for automatically identifying and understanding cybersecurity threats for large amounts 
of data. These investments are being made to fortify network security measures, which creates 
a large opportunity for the advancement of 5G security solutions. 

8.2.2.4 Challenges 

With standalone solution-related migration still needing a lot of effort, 5G deployments are in 
the early stages of their product life circles. CUPS and network slicing are just two benefits that 
5G promises. To deliver the broad services that customers anticipate with efficiency and to 
give operators a competitive edge, end-to-end 5G networks must be scalable, high-performing, 
and flexible. To match with the company’s long-term interest in entering the industry and 
gaining the target market segment’s trust in the value offer, however, is one of the difficulties 
telcos confront with 5G rollouts. The amount of money invested also affects the market’s level 
of success. However, carriers do not want to make excessive investments until they achieve 
ROI or significant traction 

8.2.3 Market trends 
5G networks are built to support applications and devices with widespread connectivity. 
Because of these networks' extreme flexibility and dynamic nature, a wide range of end users 
can improve their connectivity. As a result, end-user industries like healthcare, banking, and 
insurance aim to leverage these 5G network solutions. In addition, businesses these days are 
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changing quickly and choosing cloud-based solutions in order to expand their security 
infrastructure without having to make large financial expenditures. 

Because cloud-native solutions offer the adaptability to adjust to dynamic traffic patterns, 
shifting network circumstances, and the changing requirements of connected devices and 
apps. In order to adapt to the changing threat landscape, real-time security, and dynamic traffic 
patterns of 5G networks, end users are eager to adopt new provided-as-a-service security 
solutions that can scale up or down according to each organization’s requirements. 

Additionally, pay-as-you-go security solutions based on the cloud enable businesses to cut 
expenses and prevent over-provisioning. Businesses deploying 5G and telecom providers find 
this cost-effectiveness intriguing. As a result, businesses are using cloud-native solutions to 
address new security risks and weaknesses [16]. 

8.3 Stakeholders 
Academia & Researchers in Information and Communication Technology (ICT) and 
cybersecurity: These institutions of learning are leading the way in the field of research and 
instruction. Their goal is to use the innovations and insights produced by the Horse project to 
further their research agenda. They also see a chance to improve workforce and student 
capabilities by incorporating cutting-edge cybersecurity ideas into their curricula and training 
initiatives. Additionally, they can help by incorporating the outcomes of the HORSE project into 
real-world case studies, which will promote a pragmatic grasp of cybersecurity. 

Consortia from SU-ICT-02 & other relevant EU-funded projects: Through their participation 
in HORSE project events and information sharing activities, these groups hope to increase 
their knowledge. Especially projects from SNS JU, 6G-IA, NetWorldEurope IoT, Cloud, AI and 
SU-ICT-02 can increase the impact of their own projects and research endeavors by 
discovering areas of mutual interest and synergies. This partnership may also result in the 
planning of events together, which would promote innovation and knowledge exchange even 
more. 

EU vendors of security components: These businesses play a crucial role in supplying the 
market with necessary security components and solutions. They see the results of the HORSE 
initiative as an invaluable tool to improve their products and maintain their competitiveness. 
They can build new services and solutions that address changing cybersecurity needs by 
integrating project results into their operations and R&D initiatives. 

ICT developers & integrators: These parties are involved in both the development and 
application of technology. In order to strengthen 5G infrastructure security, they are interested 
in combining Horse results with their internal solutions. Through this partnership, they will be 
able to address the growing demand for secure ICT solutions and access new revenue streams 
through enhanced and innovative market offerings. 

Stakeholders in 5G & telecom industry: These stakeholders are looking for cutting-edge 
cybersecurity technologies and services to guarantee the reliability of the European Digital 
Single Market, with 5G technology at the center of the digital transformation. They can improve 
their security posture and add to the general security and dependability of 5G networks and 
services by implementing the results of the Horse project. 

SMEs and large enterprises in critical sectors: For these organizations, data and secure 
services are of outmost importance. They could be interested in using the technologies 
developed for the HORSE project to improve standards and regulation compliance as well as 
evaluation, inspection, and validation. This way, they could minimize vulnerabilities, safeguard 
sensitive data, and foster trust with their partners and clients by doing this. 
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ICT/Cybersecurity agencies; Public authorities, cyber-security, security initiatives, fora 
and policy makers at EU & national levels: These organizations are essential in forming the 
cybersecurity regulatory and policy environment. In order to influence future laws and 
regulations, they are eager to assess the technological and financial effects of the HORSE 
initiative. The project's conclusions can direct national and EU investment choices as well as 
research goals. 

Investors & Funding organizations: The goal of these stakeholders is to find innovative 
breakthroughs that have the potential to become profitable ventures. They can help bring 
cutting-edge cybersecurity technology to market, promoting economic growth and 
competitiveness, by discovering and supporting Horse project ideas. 

ECSO, other relevant Cyber Physical Production Systems (cPPSs), and EU Technology 
Platforms: In the field of cybersecurity, cooperative research and information sharing are 
crucial. These organizations want to share the findings of the Horse project with their members 
and larger stakeholder groups as well as incorporate them into their research endeavors. This 
partnership encourages novel cybersecurity solutions to be widely adopted. 

European and worldwide initiatives such as ENISA, ADRA, AIOTI, BDVA, HPC, GAIA-X, 
and FIWARE: These will play a crucial role in fostering knowledge exchange and gathering 
important information about best practices and innovative approaches. Engaging with these 
initiatives will enhance their awareness of the European and global challenges in the relevant 
domains, promoting a collaborative understanding. This collaboration will also highlight and 
disseminate research challenges, best practices, and key research topics, contributing to more 
informed and effective future design. Through this synergy, we aim to elevate the standards 
and impact of ongoing and future projects in the field. 

Civil society and community at large: Stakeholders interested in the HORSE project, such 
as community organizations, policy makers, and advocacy groups, will benefit significantly 
from being informed about project advancements, best practices, and outcomes. Keeping 
these stakeholders updated fosters transparency and trust, ensuring they are aware of the 
progress and successes achieved. Regular communication will enable these groups to liaise 
effectively with HORSE stakeholders, facilitating collaboration and knowledge sharing. 
Additionally, raising awareness of the social aspects related to the project’s activities and 
solutions can drive community engagement and support, highlighting the project's broader 
societal impact and encouraging the adoption of innovative practices that address both 
technical and social challenges. 

Standardization bodies and open-source initiatives: These are vital stakeholders for the 
HORSE project. HORSE partners will actively participate in and contribute to various 
standardization and open-source initiatives. By doing so, they will ensure that the project's 
developments align with current standards and open-source practices, fostering greater 
interoperability and adoption. This involvement will also provide a platform for sharing insights 
and advancements from the HORSE project, influencing future standards and open-source 
projects. Engaging with these initiatives will help in promoting the project's outcomes, ensuring 
they meet industry benchmarks and are widely accessible for broader impact. 
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9 Preliminary SWOT Analysis 

 
Figure 19: HORSE SWOT Schema 

9.1 Strengths 

9.1.1 Threat Detection (DEME) with Machine Learning Algorithms 
One of the major strengths of the HORSE platform lies in the use of sophisticated machine ML 
algorithms for threat detection and high-level mitigation advice. The Detector and Mitigation 
Engine (DEME) will operate in the “real context”, meaning it will be able to provide real time 
protection to the real infrastructure. With the help of DEME, HORSE can better identify threats 
targeting the 5G/6G infrastructure by utilizing the combined intelligence of several ML models. 
The system can quickly identify and classify potential security risks, including virus and 
intrusion attempts, as well as unusual behavior suggestive of insider threats, by continually 
analyzing network traffic patterns, anomalies, and known threat indicators. We need to lay 
emphasis on the fact that the DEME is completely ML oriented, meaning that the module can 
recognize when the behavior of the network is normal and detect any unnatural behavior 
patterns that could indicate an attack is happening. Such an approach that deviates from the 
traditional signature based or hybrid threat detection systems still in use today, elevates 
HORSE’s capabilities in the threat detection field. 

9.1.2 Network Digital Twin 
Apart from the “real context” HORSE also utilizes an “emulated context” in parallel. This 
“emulated context”, which is a virtual image of the 5G/6G network, is made possible with 
Network Digital Twin (NDT) technology. Real-time monitoring and analysis of network 
performance, traffic patterns, and safety measures are made possible by this “network in 
network” approach. This way a sandbox environment is created, ideal for experimentation. 
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This experimentation includes prediction of possible attack pathways, proactive identification 
of vulnerabilities, and evaluation on the effect of security events by simulating different network 
settings and configurations. This sandbox environment consists of two digital twin components, 
each one dedicated to a specific purpose. 

9.1.2.1 Network Digital Twin Predictive Network Maintenance 

Through constant observation and examination of the emulated environment the Detection & 
Prediction DT is tasked with predicting anomalies and threats based on network's performance 
metrics and health indicators. The DT then suggests mitigation actions and preventive 
strategies, which combined with the results from the “real context” offer insight on the present 
and future state of the monitored 5G/6G network.  More specifically, this service offers 
automated construction functionalities, detecting network topology, traffic flows, and services, 
or allows for offline construction through predefined configurations. Leveraging advanced 
network emulation technologies, HORSE’s DT replicates a complete 5G network on a single 
device. Developed collaboratively, it extends existing emulation capabilities, enabling easier 
application deployment and supporting the evolution towards 6G networks. During execution, 
the DT maintains real-time synchronization with the actual network, providing predictive 
analytics and alerts to support decision-making. By continuously analyzing network data, it 
identifies anomalies and potential security threats, allowing for proactive mitigation actions. 
This innovative approach revolutionizes network management by providing a virtual sandbox 
environment for testing and optimizing network configurations, ultimately enhancing network 
reliability, security, and performance. 

9.1.2.2 Network Digital Twin Impact Analysis 

The Impact Analysis Digital Twin is poised to revolutionize the monitoring capabilities of 
HORSE modules through emulation. By initially employing synthetic data and following a 
cloud-native approach, this DT encompasses all network elements, not just those within the 
HORSE project, allowing seamless integration with real equipment. For instance, it can 
emulate gNodeBs or operate alongside genuine hardware within the same environment. The 
development of this DT includes novel features such as transport connectivity, advanced 
telemetry collection, ML models, and automated network topology and attack pattern definition. 
This innovative approach transforms impact analysis by offering a comprehensive ecosystem 
for monitoring and analyzing network behavior, enhancing adaptability, scalability, and 
efficiency in network management. 

9.1.2.3 Network Digital Twins in the cybersecurity field 

Through the process of building a virtual network architecture, which includes devices, apps, 
and communication protocols, the system can replicate penetration testing scenarios, security 
policy modifications, and cyberattacks in a controlled environment. This helps security 
professionals to find potential weaknesses and attack routes, verify security configurations, 
and evaluate how effective current security controls are. In addition, security staff can use the 
Network Digital Twin as a training platform where they can practice responding to simulated 
cyber threats and incidents. 

9.1.2.4 Intent Based Security Operations 

In today's rapidly evolving technological landscape, the demand for efficient and adaptable 
network management solutions has become increasingly paramount. Intent based security 
operations are another selling point of HORSE, with the Intent Based Interface (IBI) module as 
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its cornerstone. In general, IBI strives to streamline network configuration and operation by 
receiving high-level directives from network managers or software agents. IBI is then 
responsible for aligning the received high-level intents with the configured policies, and 
mapping these intents into security workflows. These security workflows are able to react to 
threats and vulnerabilities. In conclusion, the adoption of intent-based operations, as 
exemplified by the IBI module in HORSE, is instrumental in addressing the evolving challenges 
and complexities of modern network management. By streamlining configuration, automating 
tasks, enhancing security, and simplifying management, intent-based operations empower 
organizations to unlock new levels of efficiency, agility, and resilience in today's dynamic digital 
landscape. 

9.1.3 Security Management Automation 
The above modules are the most prevalent among HORSE's automation features, helping to 
create a fully automated workflow. From the detection of an attack all the way to the 
enforcement of mitigation policies, HORSE automates a plethora of security operations. 
Automated workflows reduce the effect of security breaches on the targeted network by 
enabling quick incident response, threat mitigation, and policy enforcement. Automation also 
improves scalability and agility, making it possible for the system to effectively handle security 
in diverse and remote network environments. We have to emphasize that, while we have seen 
significant effort in automating threat and anomaly detection, the mitigation part for an attack 
always required human intervention. In HORSE we aim towards a more hybrid approach, 
where the system itself is able to propose mitigation advices, translate them to applicable 
policies and rules and finally enforce them where needed. 

9.2 Weaknesses 

9.2.1 Low TRL 
One of HORSE’s main weaknesses is the system's overall low TRL, which implies some 
implementation and deployment immaturity. On many occasions this could be the result of 
issues like low R&D, insufficient real-world testing, or a lack of broad adoption in operational 
situations. Consequently, the system may have difficulties with dependability, expandability, 
and compatibility, which could impede its efficiency in actual real-world scenarios. If we 
examine the current state of HORSE, we can observe that the average TRL amongst the 
architectural components will be reaching a 4 or a 5. These numbers of course do not allow 
HORSE to enter the market and antagonize other solutions currently in use, but we also need 
to emphasize that lower TRLs are common in such projects. Having said this, our consortium 
is determined to improve and develop each component to a decent TRL by the end of the 
project. This means that HORSE’s outcomes could be exploited in future projects, individual 
products and even foster partnerships between the consortium’s organizations. 

9.2.2 Limitations in addressing threats dedicated to the 5G/6G plane 
Although the system has sophisticated threat detection capabilities, it is not always able to 
defend against threats which especially target the unique design and features of the 5G/6G 
network. The attacks currently tested against the network topology guarded by HORSE are 
DDoS and DoS attacks. These are well known threats by now and have been used extensively 
to overwhelm a huge number of networks and infrastructure. One might argue that these 
attacks do not demonstrate HORSE’s capabilities in the current 5G and future 6G world.  In 
the second iteration of the project, the consortium’s goal is to integrate more advanced and 
sophisticated threats targeting 5G core vulnerabilities. It would be neglectful to omit attacks 
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like DDoS though, just because they do not exploit a vulnerability dedicated to 5G. Every 5G 
topology still relies on some basic components found everywhere, e.g. DNS or NTP servers. 
These parts have been a standard target for DDoS attempts and still need to be protected to 
ensure the seamless and uninterrupted operation of any network infrastructure. 

9.2.3 Mitigation action database 
The lack of an extensive Mitigation Action Database is another weakness in the system that 
may make it harder for it to react effectively and inside a reasonable time frame in the face of 
new threats. At the current state of the project the need for a pre-established mitigation action 
repository has become apparent. Having such a tool in our arsenal, could determine how 
efficiently we can protect a system and replenish from an attack that already managed to cause 
harm. The implementation of an initial Mitigation Action Database has already started, with 
some initial mitigation actions already occupying it. We need to note here that this is still a 
prototype and includes only straightforward and simple actions. In order to confidently claim 
that we have a complete mitigation rule enforcement workflow, our knowledge base needs to 
be occupied with actions, rules and terminology dedicated to the HORSE project. 

9.3 Opportunities 

9.3.1 Expanding 5G/6G Market 
The Horse system will gain a great deal from the 5G and 6G markets' ongoing growth and 
expansion. Strong cybersecurity solutions designed for these cutting-edge networks are in 
greater demand as 5G and 6G technology spreads throughout numerous industries and 
sectors. Sectors such as industrial networks relying on 5G/6G services as well as private 
networks could benefit immensely from security solutions like HORSE. HORSE has the chance 
to take advantage of this growing uptake of 5G and 6G technologies and position itself as a 
top supplier of cybersecurity solutions for next-generation networks. In the growing 5G/6G 
ecosystem, HORSE can secure its competitiveness and penetrate new markets by 
establishing itself as a reliable partner in protecting connected devices, sensitive data, and 
critical infrastructure.  

9.3.2 Integration of 5G/6G in Diverse Environments 
The integration of 5G/6G technology across various environments, such as industrial 
applications, IoT ecosystems, smart cities, and autonomous vehicles, presents another 
opportunity for the system. Cybersecurity solutions that can handle the unique security 
problems presented by such environments are becoming more and more necessary as 5G/6G 
networks become essential to enabling advanced use cases and digital transformation projects 
in these sectors. HORSE solution can increase its market reach and relevance while meeting 
the changing needs of many stakeholders and consumers by customizing its capabilities to 
match the particular security requirements and use cases of various industries and 
applications. This gives the system a chance to work with industry leaders, form strategic 
alliances, and promote innovation in cybersecurity solutions for developing 5G and 6G-enabled 
environments. 
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9.3.3 Rising Demand for Advanced Threat Detection and Prevention 
Advanced threat detection and prevention capabilities are in high demand due to the increase 
in sophisticated cyber threats targeting 5G and 6G networks. HORSE is well-positioned to 
meet this need because of its strengths in intent-based security operations, network digital twin 
technologies, and ML algorithms for threat identification. Through continuous innovation and 
improvement of its detection and mitigation capabilities against developing cyber threats, the 
system can take advantage of the expanding market for cybersecurity solutions customized to 
the particular difficulties of 5G/6G networks. This offers the system a chance to stand out from 
the competition, draw in new clients, and position itself as a reliable authority on 5G and 6G 
cybersecurity. 

9.4 Threats 

9.4.1 Competition from Established Players 
The presence of multiple well-established entities in the sector, including cybersecurity firms 
and Mobile Network Operators, poses a significant threat to the system. Because of their vast 
resources, market power, and existing customer base, these industry leaders provide 
formidable obstacles to entry for new players, such as HORSE. The presence of these well-
established competitors could lead to problems including pricing pressure, market saturation, 
and difficulty acquiring market share or forming strategic alliances. Furthermore, to offer 
competitive cybersecurity solutions, established firms may take advantage of their current 
infrastructure and customer base. This would increase competition and may restrict the 
system's market reach and growth prospects. 

9.4.2 Emergence of Advanced Cyber Attacks Targeting 5G/6G Networks. 
Emergence of new and sophisticated cyberattacks designed to target vulnerabilities in 5G/6G 
networks poses a serious danger to any new security solutions like HORSE. Adversarial 
parties always turn their attention to recently adopted and widely used technologies, attempting 
to identify exploitable vulnerabilities. Recent history is filled with such examples where state of 
the art security measures have failed because of a zero-day exploit. It would be naive to 
assume that current 5G and future 6G will be without design flaws or impenetrable.  Potential 
weaknesses in software-defined infrastructure, network protocols, or cutting-edge 
technologies like edge computing and network slicing could be exploited by these assaults, 
putting network availability, data privacy, and integrity at serious danger. In conclusion, such 
new and unidentified attacks could potentially render systems like HORSE obsolete. 

9.4.3 Regulatory and Compliance Challenges 
Threats from regulatory and compliance problems may also affect the Horse system; this can 
be relevant for highly regulated sectors like cybersecurity and telecommunications. Ensuring 
compliance with evolving standards relating to data privacy, cybersecurity, and network 
resilience may provide issues for the system as governmental and regulatory agencies impose 
stronger restrictions and requirements. Failure to adhere to regulatory rules may lead to legal 
consequences, monetary fines, and loss of trust among clients. 
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9.5 Summary 
The implementation of the Horse system is expected to result in significant results in the field 
of cybersecurity, specifically in protecting 5G and 6G networks from constantly changing 
threats. By utilizing ML algorithms and NDT technology, the system's superior threat detection 
capabilities enable it to proactively identify and mitigate possible cyber threats, hence 
improving network resilience and integrity. Its compatibility with intent-based security 
operations also makes it possible to implement strategic reaction plans that are customized to 
company goals, guaranteeing a flexible and unified security posture. The Horse system may 
take advantage of the opportunity provided by the growing 5G/6G market and a variety of 
integration scenarios, even in the face of obstacles like low TRL and competition from 
established providers, to position itself as a leader in next-generation cybersecurity. In the era 
of 5G and 6G technology, addressing regulatory compliance and future threats is still crucial. 
To fully meet the system's potential in protecting critical infrastructure and advancing 
cybersecurity, ongoing innovation, investment, and collaboration are required. 
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10 Preliminary PESTLE Analysis  
Since HORSE is a 5G/6G project, touching a variety of technologies, each technology with 
each own particularities, it is crucial to demonstrate how external factors could potentially affect 
the project. These factors can be categorized as Political, Economic, Social, Technological, 
Legal and Environmental (PESTLE). By conducting this analysis, we aim to demonstrate how 
these external factors can potentially affect the project's course, as well as understand the 
intricacies of each field. Figure 20: HORSE PESTLE Analysis summarizes the contents of 
HORSE’s PESTLE analysis. 

 
Figure 20: HORSE PESTLE Analysis 
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10.1 Political Analysis 
Government Regulations and Policies: An increasing focus on data privacy, national 
security, and protecting key infrastructure characterizes the political environment around 
cybersecurity and telecommunications. Around the world, governments have introduced laws 
and regulations to improve cybersecurity and protect against cyberattacks, especially in 
relation to 5G and 6G networks. The EU has greatly improved cybersecurity by adopting laws 
like the General Data Protection Regulation (GDPR) and the Network and Information Security 
Directive. These regulations aim to improve data security and establish a standard for 
cybersecurity obligations among participating countries. The EU's emphasis on privacy and 
security has influenced the evolution of the European cybersecurity sector, causing enterprises 
to modify their offerings in order to comply with legal regulations. 

Government Funding and Support: Opportunities for the system's development and 
implementation are provided by government funding programs and assistance for 
cybersecurity activities. Working together with governmental organizations, academic 
institutions, and business consortiums can open doors to capital, resources, and know-how 
which will promote innovation and improve the system's performance. The system can position 
itself to take advantage of government assistance and help achieve national cybersecurity 
goals by positioning itself in line with government priorities for infrastructure protection, 
technology development, and cybersecurity research. 

Collaboration across national borders: Cyber threats are transnational, demanding 
cooperation among European nations. The European Union has been trying to create a 
coordinated cybersecurity policy that promotes information sharing and cooperative response 
systems. To develop cutting-edge cybersecurity solutions, initiatives like the European 
Cybersecurity Industrial, Technology, and Research Competence Centre aim to promote 
cooperation between member states, the academic community, and industry. Standardizing 
security certification throughout the Union is another goal of the establishment of the EU 
Cybersecurity Certification Framework. 

Public-private partnerships: European governments understand how important it is to 
involve businesses in solving cybersecurity challenges. Creating public-private partnerships 
has grown to be a crucial aspect of the cybersecurity market in Europe. Governments 
collaborate with industry players to develop cybersecurity plans, share threat intelligence, and 
encourage investment in research and development. These partnerships not only close the 
knowledge gap but also foster innovation and the exchange of best practices. 

International Relations and Geopolitical Factors: International relations and geopolitical 
tensions may have an impact on the system's market dynamics and regulatory framework. 
Market access, supply chain integrity, and regulatory harmonization initiatives can be impacted 
by trade conflicts, diplomatic difficulties, and security concerns between nations. Furthermore, 
geopolitical factors could influence government regulations against foreign participation in 
cybersecurity and critical infrastructure projects, which could have an impact on the system's 
international collaborations and growth. 

Cybersecurity skills gap: The scarcity of cybersecurity professionals is a global problem, 
especially in Europe. A political attempt has been made to close the skills gap by implementing 
training and educational initiatives. Governments collaborate with academic institutions and 
business leaders to provide specialized programs and to promote cybersecurity as a career 
option. In order to guarantee that the market has a consistent supply of knowledge, the EU's 
Digital Skills and Jobs Coalition aims to close both the cybersecurity workforce gap and the 
digital skills gap. 

Summary: The European cybersecurity sector is defined by a combination of factors such as 
regulatory frameworks and support by governments, international cooperation, public-private 
partnerships, geopolitical considerations and efforts to address the skills gap. As Europe 
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continues to deal with rising cyberthreats, political actions and strategic measures will be 
crucial to sustaining a robust and resilient cybersecurity ecosystem. Opportunities have arisen 
for the HORSE solution's deployment because our product conforms with rules. All things 
considered, the political environment in the EU is conducive to the launch of our product. 

10.2 Economic Analysis 
Industry size and expansion: The market for 5G security is projected to increase at a 
compound annual growth rate of 38.8% between 2023 and 2028, from USD 1.7 billion in 2023 
to USD 9.2 billion by 2028 [15]. The sector is expanding due to the increasing sophistication, 
targeting, and complexity of defending against cyberattacks. Businesses need to invest in 
increasingly robust security measures as cyberattacks become more sophisticated in order to 
stay safe. This means educating staff members on appropriate security procedures and 
making investments in cutting-edge security technology like machine ML and AI. 

Cost of Development and Deployment: Significant initial costs for talent acquisition, 
technical infrastructure, and research and development are associated with the system's 
development and implementation. To provide a reliable and competitive solution, investment 
in state-of-the-art technologies is required, such as cybersecurity automation tools, machine 
learning algorithms, and network digital twin technology. Costs related to system integration, 
deployment, and modification for particular client needs also need to be taken into account. 

Competitive environment: Intense competition and active engagement from both domestic 
and foreign suppliers define the European cybersecurity market. International cybersecurity 
titans like Symantec (now a part of Broadcom), Cisco Systems, IBM Security, and Trend Micro 
are a few of the well-known significant firms in this sector. Notable local firms in the sector are 
also Kaspersky Lab (Russia), F-Secure (Finland), Sophos (UK), and CyberArk (Israel), all of 
whom have made significant advances. Furthermore, the European cybersecurity environment 
supports a thriving ecosystem of newcomers and creative solution providers, which boosts the 
industry's technological innovation and competitiveness. 

Opportunities and Challenges: The European cybersecurity sector has a lot of room to grow, 
but it also faces a lot of obstacles. The biggest of them is a serious lack of skilled cybersecurity 
staff, requiring immediate steps to close the gap through activities in education, training and 
finally more automated security solutions. The dynamic threat landscape, which includes 
ransomware, social engineering techniques, and sophisticated malware, need constant 
innovation and adaptability in cybersecurity solutions. Furthermore, cybersecurity companies 
have challenges as well as possibilities in adhering to data protection rules such as GDPR. 
Establishing alliances and encouraging cooperation amongst various stakeholders, such as 
businesses, governmental organizations, and cybersecurity vendors, is essential to addressing 
these problems and promoting a more secure ecosystem. In summary, despite its persisting 
challenges, the European cybersecurity sector holds great promise. 

HORSE maturity: The potential difficulty in scaling project outcomes beyond research and 
innovation (R&I) frameworks poses a significant financial risk for adopters within every sector. 
Since many companies, organizations and partners are often resistant to modifications in their 
core functions, early adopters might face prolonged integration periods, delaying the 
realization of benefits such as increased efficiency or cost savings. This delay can lead to 
higher operational costs as companies continue to rely on less efficient legacy systems. 
Furthermore, the initial investments made in adopting the new technology might not yield the 
expected returns in the short term, affecting the financial stability and planning of these 
organizations. Adopters may also incur additional costs related to regulatory compliance and 
system compatibility, further straining their budgets. Overall, the financial impact includes not 
only delayed returns on investment but also potential increased costs and economic 
uncertainty. 
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Summary: The overall condition of the economy is favorable to the development of new 
products. More specifically, because HORSE paradigms are compatible with the future 
operation of the European cybersecurity market. HORSE only has to prove it is a mature and 
easy to integrate solution, making the costs for its adoption worthwhile.  

10.3 Social Analysis 
Cybersecurity Awareness and Education: The social environment around cybersecurity is 
defined by people, organizations, and governments being more conscious of and concerned 
about data privacy issues and cyberthreats. Strong cybersecurity procedures are becoming 
increasingly important to safeguard sensitive data, vital infrastructure, and personal 
information as cybersecurity breaches become more frequent and significant. Furthermore, 
funding cybersecurity education and awareness initiatives can support the development of 
resilience and cybersecurity knowledge in society as well as increase public awareness and 
trust. 

Privacy and Data Protection: Specifically, the GDPR has significantly impacted the European 
cybersecurity industry. Because of GDPR, which has raised spending on cybersecurity 
solutions, organizations are placing a higher priority on data protection. Demand for robust 
cybersecurity measures is rising as citizens of Europe, who are increasingly conscious of their 
rights and privacy, expect companies to manage their data responsibly. 

Digital Inclusion and Accessibility: In order to advance digital inclusion and socioeconomic 
development, access to cybersecurity solutions and digital technology is crucial. It is important 
for the system to aim for accessibility and inclusivity for people from different socioeconomic 
origins, abilities, and backgrounds. We already see this happening with the 5G infrastructure 
expanding rapidly in urban centers. This could entail creating interfaces that are easy to use, 
supporting multiple languages, and making sure that a variety of devices and network 
environments are compatible. 

Industry-specific issues: Industry-specific problems affect the cybersecurity environment 
worldwide. Telecommunication providers must consistently protect their infrastructure, as the 
population increasingly relies on it for various critical services. Other examples include the 
banking sector, which deals with cybercrime and financial fraud, the healthcare industry, which 
needs to protect patient data, and important infrastructure sectors, like transportation and 
energy, which are at risk from operational system failure. Industry-specific legislative 
restrictions and certain sociocultural conditions impact the need for and acceptability of 
cybersecurity solutions. 

Trust and Collaboration: Collaboration and trust are essential to the system's success as 
well as the efficacy of cybersecurity initiatives. Fostering adoption, engagement, and long-term 
relationships among stakeholders—including consumers, partners, regulators, and the general 
public—requires developing trust. Transparency, honesty, and accountability ought to be given 
top priority by the system in all of its dealings with stakeholders and in communications. 
Moreover, boosting collaboration and the sharing of knowledge across stakeholders—
including government organizations, telecommunication providers, cybersecurity communities, 
and partners in the industry—can improve overall resilience and reaction capacities against 
cyberthreats. 

Summary: To create effective tactics, foster adoption, and ensure a secure digital 
environment, politicians, corporations, and cybersecurity providers ought to possess an 
extensive understanding of the social dynamics and sociological aspects impacting the 
European cybersecurity domain. The social environment can be viewed as neutral for the 
HORSE system for these reasons. 
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10.4 Technological Analysis 
5G threat landscape: The threat landscape involving 5G technology's fundamental structure 
is complicated and raises a number of security issues. This environment includes flaws in 
Network Function Virtualization and Software-Defined Networking which allow for network 
flexibility but can be used by hackers. One essential element of 5G networks is edge 
computing, which necessitates strict security measures to prevent unauthorized access. One 
of the challenges that comes with implementing network slicing is protecting several virtual 
networks which are running on the same physical infrastructure. The security matrix is further 
complicated by possible interoperability problems, device authentication and encryption flaws, 
and firmware and software vulnerabilities within network devices. Furthermore, persistent 
threats to 5G network integrity include hardware vulnerabilities, zero-day exploits, and open-
source software management. These require continuous awareness and proactive mitigation 
efforts. 

Emerging Technologies and Innovations: Cybersecurity requires AI and ML to be effective. 
These technologies enable the development of advanced analytics and detection systems with 
immediate detection capabilities of patterns, anomalies, and prospective threats. AI and ML 
algorithms enhance the efficacy of security operations and incident response by facilitating 
faster and more accurate threat detection and response. In addition, hackers now have a larger 
attack surface due to the proliferation of connected devices and the IoT. Data security, 
networks, and IoT devices face serious securtiy issues. European cybersecurity solutions 
heavily emphasize the integration of strong authentication, encryption, and access control 
approaches to ensure the security and privacy of IoT deployments. 

Cloud security: As cloud computing services are being used more often, new security risks 
have surfaced. With more European businesses utilizing cloud-based platforms, apps, and 
infrastructure, robust cloud security solutions are needed. Cloud security solutions, such as 
secure cloud gateways, cloud workload protection platforms, and cloud access security 
brokers, safeguard data and applications in cloud environments. 

Security automation and orchestration: The increasing frequency and complexity of cyber-
attacks necessitates the use of security automation and orchestration solutions to improve 
incident response and reduce reaction times. European cybersecurity solutions combine 
security tools, expedite security operations, and accelerate threat detection, analysis, and 
remediation through automation and orchestration. 

Summary: The European cybersecurity market is driven by the ongoing technological 
development needed to defend against emerging attacks, protect sensitive data, and 
safeguard digital infrastructure. By comprehending these technological developments, 
businesses and cybersecurity service providers can stay ahead of the ever-evolving threat 
landscape and offer efficient cybersecurity solutions. The technological environment in the EU 
is thought to be conducive for the introduction of our product. 

10.5 Legal Analysis 
General Data Protection policy (GDPR): The GDPR is a significant data protection law that 
came into force in 2018 and has a major impact on the cybersecurity market in Europe. It 
outlines obligations for companies handling personal data as well as legal requirements for 
data protection. The GDPR requires organizations to ensure data processing is transparent, 
notice data breaches, and put in place the appropriate security measures to protect personal 
data. 

Intellectual Property Protection: Protecting the system's developments, technologies, and 
proprietary assets requires intellectual property protection. Securing patents, trademarks, and 
copyrights for crucial technologies, algorithms, and software elements offers defense against 
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unauthorized utilization, duplication, and violations by rivals. Furthermore, putting strong 
contracts, non-disclosure agreements, and license agreements in place with vendors, 
consumers, and partners protects the intellectual property rights of the system and guarantees 
just recompense for its discoveries. 

Contractual and Regulatory Compliance: When deploying and operating the system, 
contractual and regulatory compliance requirements must be carefully taken into account. 
Contracts related to data protection, cybersecurity, service level agreements, and regulatory 
compliance may be found in agreements with clients, partners, and vendors. Maintaining 
compliance with regulatory requirements and contractual responsibilities reduces the likelihood 
of legal issues, contract violations, and reputational damage. 

National Cybersecurity Laws: In addition to EU-wide restrictions, every EU member state 
has its own national cybersecurity laws and regulations. These guidelines may include specific 
requirements for managing problems, protecting critical infrastructure, reporting security 
breaches, and exchanging data. The UK's Cybersecurity and Data Protection Act and 
Germany's IT Security Act are two examples. 

Regulatory agencies: In each of their home countries, national data protection agencies play 
a crucial role in maintaining cybersecurity and data protection legislation. These DPAs are able 
to investigate data breaches, impose fines for noncompliance, and provide guidance on 
cybersecurity best practices. 

Summary: It is critical for companies operating in the European cybersecurity sector to 
understand the regulatory landscape and compliance requirements. Adhering to these 
regulations not only saves companies money on fines but also enhances consumer and 
corporate confidence, transparency, and data security throughout Europe. To sum up, HORSE 
solutions offer GDPR-compliant technologies that respect privacy and security. Because of 
this, the legal environment is thought to be favorable for the HORSE project's start. 

10.6 Environmental Analysis 
Data centers, network infrastructure, and security systems: All require a significant energy 
expenditure for cybersecurity operations. As the European cybersecurity industry grows, 
energy consumption needs to be assessed and optimized in order to minimize the impact on 
the environment. Adopting sustainable data center practices, renewable energy sources, and 
energy-efficient technologies can all help reduce carbon footprints. 

Energy Consumption and Environmental Impact: The rapid advancement of technology 
and the continuous improvement of cybersecurity protocols are major factors in the generation 
of electronic waste. One of the laws and regulations addressing e-waste management in 
European nations is the Waste Electrical and Electronic Equipment Directive. It is critical to 
adhere to ethical recycling and disposal practices for old or end-of-life cybersecurity equipment 
in order to minimize the impact on the environment. 

Green initiatives and sustainability: Companies are adopting green initiatives and 
sustainable business practices more rapidly, particularly those in the cybersecurity sector. This 
means using renewable energy sources, implementing eco-friendly policies, and integrating 
sustainability issues into their day-to-day operations. Environmentally conscious certifications 
and standards such as ISO 14001 reflect an organization's commitment to environmental 
responsibility. 

Environmental directives and rules: Environmental policies and regulations, including the 
EU's Green Deal and its initiatives to promote a circular economy, may have an influence on 
the methods and tactics used by cybersecurity companies. Maintaining environmental 
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regulations and aligning cybersecurity efforts with sustainability goals can boost a business's 
standing and competitiveness in the marketplace. 

Consumer demand and awareness: Concerns about the environmental impact of the 
products and services they use are growing among European consumers. By exceeding 
customer expectations and attracting environmentally conscious clients, cybersecurity service 
providers who can demonstrate their commitment to sustainability and environmental 
responsibility may gain a competitive advantage. 

Summary: It is essential to consider the environmental impact of the European cybersecurity 
business in order to encourage sustainable practices, reduce carbon emissions, and align with 
the broader goals of environmental protection and sustainability. Adopting sustainable 
practices, optimizing energy efficiency, and embracing green technologies could lead to an 
industry that is more ecologically sensitive. Because of this, the legal environment is favorable 
for the HORSE project's start. 
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11 HORSE Contributions to EU Sustainable 
Development Goals as part of the UN 2030 Agenda for 
Sustainable Development   
The United Nations' 2030 Agenda for Sustainable Development [20] outlines a comprehensive 
blueprint aimed at achieving a better and more sustainable future for all. Central to this agenda 
are the 17 Sustainable Development Goals (SDGs), which address global challenges such as 
poverty, inequality, climate change, environmental degradation, peace, and justice. These 
goals are designed to accomplish several key objectives: 

• Eradicate Poverty (Goal 1): This goal aims to end poverty in all its forms everywhere, 
ensuring that all people, particularly the most vulnerable, have equal rights to economic 
resources and basic services. 

• Zero Hunger (Goal 2): It seeks to end hunger, achieve food security, improve nutrition, 
and promote sustainable agriculture by ensuring access to sufficient and nutritious food 
for all people. 

• Good Health and Well-being (Goal 3): This goal focuses on ensuring healthy lives and 
promoting well-being for all at all ages by reducing maternal mortality, ending epidemics 
of communicable diseases, and achieving universal health coverage. 

• Quality Education (Goal 4): It aims to ensure inclusive and equitable quality education 
and promote lifelong learning opportunities for all, emphasizing the importance of early 
childhood development, primary and secondary education, and skills for employment. 

• Gender Equality (Goal 5): This goal strives to achieve gender equality and empower all 
women and girls, by eliminating all forms of discrimination and violence against women 
and girls and ensuring their full participation in leadership and decision-making processes. 

• Clean Water and Sanitation (Goal 6): Ensuring availability and sustainable management 
of water and sanitation for all is the focus here, aiming to provide safe and affordable 
drinking water, adequate sanitation, and hygiene for all, while also addressing water 
scarcity. 

• Affordable and Clean Energy (Goal 7): This goal seeks to ensure access to affordable, 
reliable, sustainable, and modern energy for all, promoting renewable energy sources and 
improving energy efficiency. 

• Decent Work and Economic Growth (Goal 8): It aims to promote sustained, inclusive, 
and sustainable economic growth, full and productive employment, and decent work for 
all, focusing on higher productivity and technological innovation. 

• Industry, Innovation, and Infrastructure (Goal 9): This goal focuses on building resilient 
infrastructure, promoting inclusive and sustainable industrialization, and fostering 
innovation, aiming to develop quality, reliable, sustainable, and resilient infrastructure to 
support economic development and human well-being. 

• Reduced Inequalities (Goal 10): It aims to reduce inequality within and among countries 
by empowering and promoting the social, economic, and political inclusion of all, 
irrespective of age, sex, disability, race, ethnicity, origin, religion, or economic or other 
status. 

• Sustainable Cities and Communities (Goal 11): This goal seeks to make cities and 
human settlements inclusive, safe, resilient, and sustainable by ensuring access to 
adequate, safe, and affordable housing and basic services, and upgrading slums. 

• Responsible Consumption and Production (Goal 12): It aims to ensure sustainable 
consumption and production patterns, promoting resource and energy efficiency, 
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sustainable infrastructure, and providing access to basic services, green jobs, and a better 
quality of life for all. 

• Climate Action (Goal 13): This goal calls for urgent action to combat climate change and 
its impacts, by strengthening resilience and adaptive capacity to climate-related hazards 
and natural disasters in all countries. 

• Life Below Water (Goal 14): It focuses on conserving and sustainably using the oceans, 
seas, and marine resources for sustainable development, addressing marine pollution, 
ocean acidification, and overfishing. 

• Life on Land (Goal 15): This goal aims to protect, restore, and promote sustainable use 
of terrestrial ecosystems, manage forests sustainably, combat desertification, halt and 
reverse land degradation, and halt biodiversity loss. 

• Peace, Justice, and Strong Institutions (Goal 16): It seeks to promote peaceful and 
inclusive societies for sustainable development, provide access to justice for all, and build 
effective, accountable, and inclusive institutions at all levels. 

• Partnerships for the Goals (Goal 17): This goal emphasizes strengthening the means 
of implementation and revitalizing the global partnership for sustainable development, 
encouraging and promoting effective public, public-private, and civil society partnerships. 

These goals are interlinked and are designed to leave no one behind, creating a framework 
for sustainable development that balances economic, social, and environmental dimensions. 
Regarding the HORSE paradigm it is apparent that it does not fit under all of UN’s goals, as 
they cover a plethora of issues around the world. The two goals that align with the philosophy 
of our project are 9 and 11, due to HORSE’s holistic, omnipresent and resilient characteristics 
that safeguard current 5G and future 6G services and environments. 

11.1 Resilient Infrastructure and Innovation 
The United Nations' goal to achieve resilient infrastructure and foster a world of continuous 
innovation [21]  aligns closely with HORSE’s mission to create a secure environment for 5G 
and 6G services through cutting-edge cybersecurity solutions. The UN’s initiative to expand 
mobile broadband infrastructure globally, particularly in developing regions with limited existing 
infrastructure, underscores the importance of projects like HORSE. These projects become 
increasingly vital as they provide the necessary security framework to protect the digital 
landscape from evolving threats. Although the UN's objectives do not explicitly highlight 
resilience against digital or cyber threats, such considerations are implicit in ensuring the 
robustness and sustainability of infrastructure. In today’s interconnected world, digital and 
cyber threats pose significant risks to network services and the industries that depend on them. 
Thus, advancing and implementing comprehensive cybersecurity measures, like those offered 
by HORSE, is crucial for safeguarding the integrity and resilience of both current and future 
infrastructures. 

Cybersecurity systems like HORSE are essential in creating resilient infrastructures capable 
of withstanding and quickly recovering from cyberattacks. These systems employ a variety of 
innovative solutions to detect, prevent, and respond to cyber threats, ensuring the continuous 
and reliable operation of 5G and 6G networks. As these networks form the backbone of modern 
and future smart cities, industrial IoT applications, and global communication, their security is 
paramount. Projects focused on cybersecurity not only protect data and communication 
channels but also build trust and reliability into the technology ecosystem, fostering further 
innovation and adoption. 

In the context of the UN’s broader goal to enhance infrastructure, deploying secure and 
resilient broadband services can drive socio-economic development, particularly in 
underserved regions. The proliferation of secure mobile broadband can support education, 
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healthcare, and economic activities by providing reliable access to information and 
communication technologies. As such, cybersecurity solutions like those developed by 
HORSE become integral to the success of these initiatives, ensuring that the benefits of 
modern connectivity are not compromised by vulnerabilities. Consequently, investing in robust 
cybersecurity frameworks is not just about protecting digital assets; it is about enabling 
sustainable and resilient development on a global scale. 

11.2 Sustainable cities and communities 
Achieving Goal 11 of the United Nations' 2030 Agenda, which aims to make cities and human 
settlements inclusive, safe, resilient, and sustainable [23], is closely linked with advancements 
in technology, particularly through the deployment of 5G, future 6G networks, and the 
integration of Internet of IoT devices. 5G technology offers unprecedented high-speed and low-
latency connectivity, essential for real-time operation of various smart city applications. For 
instance, smart traffic management systems can use 5G to dynamically adjust traffic signals, 
reducing congestion and emissions, while smart grids can more efficiently distribute energy, 
thereby lowering consumption and costs. Future 6G networks are expected to further enhance 
these capabilities, providing even higher data rates, improved energy efficiency, and 
ubiquitous coverage, which will be crucial for sophisticated AI-driven urban management 
systems, enhanced virtual reality, and augmented reality applications that can transform urban 
living. The integration of IoT devices within smart city infrastructure is another pivotal element. 
IoT sensors embedded in buildings, roads, and public utilities can continuously monitor and 
manage urban infrastructure, optimizing maintenance schedules, predicting failures, and 
enhancing resource efficiency. Environmental monitoring systems using IoT can track air 
quality, manage waste, and monitor water supply, ensuring sustainable consumption and 
reducing pollution. Moreover, advanced IoT-enabled public services, such as smart lighting 
and waste management systems, can significantly improve urban living conditions by 
conserving energy and promoting efficient resource use. These technological advancements 
are fundamental in creating more resilient urban environments capable of adapting to and 
mitigating the impacts of climate change and natural disasters. 

However, the implementation of these advanced technologies necessitates robust security 
measures to protect against external threats. Ensuring data security is paramount, requiring 
encryption of data in transit and at rest, alongside strong authentication and access control 
mechanisms to prevent unauthorized access. Network security must also be reinforced 
through advanced firewalls, intrusion detection systems , and secure network architectures 
that isolate critical infrastructure from less secure segments. IoT device security involves 
regular updates and patches to fix vulnerabilities, secure boot processes to ensure only trusted 
software runs, and unique device identities for robust authentication. Additionally, resilience 
against cyber-attacks is critical, necessitating protection against Distributed Denial of Service 
(DDoS) attacks, comprehensive backup and disaster recovery plans, and continuous 
monitoring to detect and respond to threats in real-time. HORSE adheres to these 
requirements offering solutions for many of the aforementioned problems and ensuring 
sustainability and resiliency in modern cities. Through such innovative projects, smart cities 
can harness the full potential of technological advancements while ensuring the safety and 
security of their inhabitants. 
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12 Standardisation 
Establishing a relevant European research and technology ecosystem focused on advancing 
next-generation network technologies, requires a strong commitment to standardisation, 
whatever the means: pre-standardisation activities, formal standards development, open-
source communities, etc. Standardization not only ensures interoperability, reliability, and 
scalability within telecommunications but also fosters collaboration and innovation across 
diverse stakeholders and contributes to the consolidation of an open and sustainable 
technology ecosystem. 

12.1 Objectives  
HORSE standardisation activities have a double objective: fostering industry collaboration on 
open and interoperable solutions in Europe and beyond, and driving the enhancement of next-
generation network security during the lifetime of the project and even beyond its end.  

Through active participation and strategic collaboration, the project aims at consolidating a 
relevant influence on technology development and the associated policy decisions, mainly at 
the European level, but also considering national frameworks and a global dimension. 

12.2 Standardisation Plan 
To ensure that the project outcomes have maximum impact in the technology and policy 
aspects mentioned above, HORSE started an active supervision of relevant communities and 
identified the opportunities whit highest impact coming from projects results. This is a 
continuous activity, which will require the necessary adjustments to maximize impact as the 
projects evolves. 

As part of this strategy, the HORSE team has triggered and maintains a track record of active 
contribution to various standardization bodies, communities, and associations identified as 
relevant targets. The standardization task focuses on coordinating with these communities to 
maximize the impact of technical project results. Additionally, both policy bodies and open-
source communities are also monitored, seeking out any relevant fora where the project 
outcomes can provide valuable contributions.  

To coordinate these activities, the consortium standardisation task works closely with the 
technical activities and experts already engaged in standardization bodies and open-source 
activities. Partners are committed to identifying and participating in any opportunities to 
contribute to technical document specifications, working groups, software, proofs of concept, 
and whitepapers. 

Tracking tools for standardisation targets and specific standardisation actions have been made 
available at the project collaborative repository, so partners can keep track of these actions 
and coordinated related activities. 

Specific potential roles for the partners in the different target group have been identified, 
shaping the kind of intended contributions: 

• Leadership implies two have a role in leading the group activity, as a chair position in the 
group, any of its subgroups, or any supporting board on policy or technology. 

• Editor corresponds to those roles related to acting as the main author(s) or rapporteur(s) 
for a specific document, work item or software module. 

• Contributor is the role of those partners actively contributing to the elements mentioned 
in the bullet above, whether a document, a work item or a software module. 
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• Participant is associated to those partners taking part in the corresponding activity, 
regularly participating in discussions and bringing HORSE views and concepts. 

 

For the classification of the standardisation actions a series of categories have also been 
identified, so a clear understanding of the scope and impact of each individual action can be 
assessed: 

• Leadership corresponds to one of the partners being appointed to a leadership position 
in the target group. 

• Charter corresponds to the active contribution and/or support to a new activity within a 
group, or to the creation of a new group. 

• Publication is associated to the target group publishing the referred standard or software 
release, after all their formal procedures for acceptance. 

• Contribution is considered any material proposed to become part of standardization 
documents and drafts in progress, and code submissions to open-source initiatives. 

• PoC is associated to a practical demonstration of standards, drafts in development or 
open-source reference implementations, through public execution of a demonstrator. 

• Presentation corresponds to any action extending the project outreach in group meetings 
by introducing HORSE concepts and results. 

• Meeting covers the active participation in formal group meetings to incorporate project 
views and outcomes into standards of any nature. 

12.3 Standardisation Actions 
The tracking tool has registered fifty (50) standardisation actions so far, with their main targets 
in the IETF and ETSI, in particular on aspects related to: 

• The network operations, security, and routing areas in the IETF, on: 
– Lifecycle management  

– Attestation and path trustworthiness 

– Data modelling and accountability 

– Identity management and privacy 

– Workload identities 

• Automation and the applicability of AI to network management in ETSI, on:  
– Network autonomy definitions 

– Normative aspects of Network Digital Twins (NDT). 

– NDT integration in management lifecycles. 

– Intent-based management 

– Intent lifecycles 

Additionally, the project has contributed to the policy work in GSMA, supporting its work on 6G 
requirements and on addressing quantum-resistant security services, and to the OSM open-
source community, addressing their long-term view and making contributions on NDT 
orchestration. 
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As the project plans to have available its first demonstrators, opportunities for proposing PoCs 
in ETSI (on NDT and AI-enabled security) and the IETF (on NDT integration) are being 
analysed. 
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13 Conclusions 
The HORSE project has made significant progress in its impact creation activities during the 
reporting period. The consortium will focus on actively engaging and supporting the adoption 
and deployment of the concepts and tools offered by HORSE through dedicated promotional 
activities. To achieve this, the project will participate in events, organise the cybersecurity, and 
privacy in 6G concepts and trainings to educate stakeholders on the project's outcomes, 
organise thematic webinars to present the project's results and foster liaisons with relevant 
initiatives, and organise workshops and demos to engage the research community.  

In parallel, further promotional materials, news item, newsletters will be created and 
distributed. At the same time, the partners will continue to publish scientific publications in 
renowned journals and conferences. 1. Technical reports showcasing the project's progress. 
2. Additional e-newsletters' editions to keep stakeholders informed. 3. Presenting results and 
lessons learned at relevant events and platforms. By focusing on these activities and 
measures, the HORSE project aims to create a lasting, sustainable impact on the 6G security 
and privacy landscape, fostering innovation and promoting the adoption of its concepts and 
tools across various sectors. 
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